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Chapter 4: Real-Time Clinical Data Exchange and
Streaming Systems

4.1. Introduction

Technological advances, most recently driven by modern mobile devices, have
transformed the way society uses the Internet. Real-time streaming data sources are
proliferating and are expected to grow significantly. Streaming systems in healthcare
make clinical data available in real time for immediate consumption, enabling real-time
decision support, telemetry, remote patient monitoring, and other applications that
demand or would benefit from real-time information. The considerable latency of
conventional clinical data repositories necessitates a complementary approach that
delivers data in live flow as it arrives from the sources. In streaming systems, raw data
are presented in a more immediately consumable form, ready for both operational and
analytical use. These complementary systems currently remain separate from the clinical
repository in terms of development, deployment, operation, and support.

The foundations of these systems are based on a clear understanding of the data sources
in healthcare and of the streaming data processing paradigms. The pioneering work in
streaming data systems is clearly relevant to the broader healthcare domain. The
architecture reflects the functionality of streaming systems in other domains while
acknowledging the special requirements of the healthcare environment. Real-time
decision support and telemetry of patients in critical condition are cited as immediate
applications, along with other uses that require informative data made available as soon
as they are generated. Quality and integrity issues are examined against the special
context of clinical environments, and the challenges involved in evaluating and
managing risk are explicitly addressed.
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4.2. Foundations of Real-Time Clinical Data Exchange

Healthcare generates rich volumes of sensor data. A large share of them is time-oriented,
appears in the format of continuous flows, commonly designated as streams, which are
characterized by the autonomous generation of events at regular or irregular intervals.
Monitoring devices produce streams with different temporal granularities. Some devices
provide tick-by-tick updates, while others transmit aggregated values at fixed or adaptive
time intervals. In addition to classical EHRs, all integration and monitoring systems must
accommodate various Internet of Things (IoT) devices that generate regular or sporadic
streams. In the telemetry domain, a plethora of heart-rate monitors, streaming
echocardiograms, blood-gas analyzers, and other devices stream clinical attributes
relevant to medical diagnosis. Therefore, real-time clinical data-exchange technology
must cope with flows evolving with respect to their state-space dimension, temporal
alignment, and correlation or anti-correlation.
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Challenges in Integration and Fault Tolerance

The quality of a stream is critical for real-time decision-support systems. Such
applications are often deployed in live settings for a limited period of time to aid
procedural tasks. Several data-quality aspects, including validation, cleansing, temporal
alignment, and event-correlation checks, must be performed on-the-fly to maintain time
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and cost efficiency. Healthcare is notorious for the lack of data-quality standards and
conventions, and no standard normative document specifically addresses data quality for
continuous flows in health-related domains. Current literature presents proofs-of-
concept deployed in proof-of-concept environments, where data-integration aspects
addressed by medical and fault-tolerance regulations converge with those standard
approaches employed in information-system practices. Research into quality or fault
tolerance in streams is limited, but the preprocessing tasks involved introduce overhead
that indirect downplay the crucial need for such tasks in decision-support streams.

4.2.1. Data sources in healthcare

The healthcare industry generates a wealth of clinical data. Any given patient can
produce orders of magnitude more clinical data than can be examined and stored by
healthcare organizations. Large amounts of data related to chronic conditions and
surgical processes can be combined and stored for longer-term analysis; however, urgent
clinical situations still require the analysis of short time windows from the data streams.
The requirements of clinical personnel frequently change, leading to further diversity in
the needs and demands of data exchange systems in healthcare. Furthermore, the clinical
environment operates in real time and a continuous flow of data is generated. Beyond
the traditional data sources of healthcare information systems, data is generated by
monitoring devices for real-time displays, prognostic calculations, and clinical decision
support tools, as well as data from telemetry and remote patient monitoring. The next
logical step is to make these data automatically available for analysis and use. These
attributes of clinical data suggest that streaming solutions are well suited for modern
healthcare systems.

Real-time decision support systems can display the output of complex models as part of
a regular clinical display, displaying many hypertensive patients on a single screen. In
telemetry, data from multiple patients is transmitted to a dedicated nursing station for
central monitoring. Cost containment and the shortage of nursing resources demand that
each nurse supervise a larger number of patients, leading to the increased use of
telemetry. Remote patient monitoring offers the ability to monitor well patients in their
homes, thereby enhancing their quality of life. Finally, the stream-processing paradigm
addresses such fast- and large-volume real-time data exchange between data sources and
clients.

4.2.2. Streaming data paradigms

In clinical settings, as in many domains, some data sources provide continuous outputs,
while others emit events that reflect certain states of a system. Signals from medical
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devices (electrocardiograms, oxygen saturation levels, etc.) are well-suited for
continuous processing because they reflect the user’s status in real time. Conversely, a
new medical event (admission to hospital, discharge from hospital, or the prescription
of a new treatment) expresses a change at a higher level of abstraction, emerging
infrequently and warranting further consideration and possibly interaction with a human
operator. Because such events modulate the input of many complex systems, it is crucial
to process them with very low latency.

Stream processing systems are the natural fit for the treatment of data provided as
continuous signals. Key characteristics of those systems include the following. They
preserve the temporal ordering of the original data. They permanently associate a time
instant or time interval with each datum, which may be used for time-based selection or
aggregation operations. They process the data whenever possible and provide an up-to-
date “view” of the entire data space, which may be queried at any time through a
traditional database access. Operations are specified as queries expressed in procedural
or declarative languages that share many of the characteristics of SQL. Filters,
projections, joins, and aggregations are readily available in operators specifically
tailored for streaming. Latency-driven delivery semantics guide both the internal
architecture of the systems and the behavior of the operators.

4.3. Architecture of Real-Time Streaming Systems in Healthcare

A real-time streaming architecture is proposed to support clinical decision-making and
the enhancement of patient monitoring systems. The architecture operates continuously
and allows imminent events to be handled in a time-sensitive manner, often using short-
lived stream processing units or servers. Several points from the system's design have
been examined: the ingestion module, the data spec for a highly heterogeneous clinical
environment, and the definition of stream processing engines. In addition, real-time
readiness, an important property for streaming systems that typically goes unnoticed, is
considered.

Real-time streaming systems in healthcare derive their real-time capability from two key
architectural aspects. First, they are continually active, except during maintenance and
unforeseen failures. Second, they manage temperature-sensitive streams that require
rapid response times, explicitly steering short-lived units for possible bottlenecks in a
time-sensitive manner. These architectural characteristics impose additional
requirements on the system“s components, especially the ingestion module and the
stream processing engines. The need for further specification and validation of the data
throughput specifications remains open for future work. The value of the architecture is
illustrated by a telemetry service that supports clinical decision-making and augments
remote patient monitoring systems.
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4.3.1. Data ingestion and adapters

Real-time streaming systems depend on the timely influx and continuous processing of
data from various sources to support immediate clinical response. Data may originate
from different areas within a healthcare institution, such as emergency or intensive care
units, hospitals, and laboratories, as well as from mobile devices or sensors used for
remote patient monitoring. However, simply accepting data from different sources and
tasks is not sufficient; dedicated, specialized systems called adapters are usually
deployed to cater for each type of source, converting incoming information into the
format required by the processing engine of the target streaming system. If carelessly
designed, adapters can become bottlenecks, introducing latency into the streaming
system. Their specifications should explicitly define achievable throughput, given real-
world deployment scenarios and realistic operational conditions, such as load azimuth
and distribution, and normal transient behaviour.

In principle, the concept of a stream adapter may be common to any application domain,
yet the nature of the actual medical device or system generating the incoming data may
require different considerations, such as protocol or message format and data content
(i.e., structure, semantic, and context). Due to such peculiarities, it is not realistic to
implement stream adapters for medical devices and systems generically; instead, such
components are likely to be developed as dedicated single implementations. The
integration of different remote-control medical devices for real-time support is also a
possibility, extending the system’s reach, moving the treatment from a hospital to the
patient’s home.

4.3.2. Stream processing engines

Due to the dynamic and time-critical nature of data in real-time streaming systems,
stream processing engines offer a different execution model than traditional batch
processing systems. Instead of processing data by breaking it into self-contained units,
the stream processing approach enables operators to manage state, maintain correctness,
and control windowing out of band using timestamps present in each input tuple. This
model is not only resource efficient, but also provides the flexibility to execute complex
temporal queries over input sequences with minimum latency. These engines can be
deployed in either a standalone manner or with a specialized resource-efficient building
block integrated into a complex event processing framework.

The information model of stream processing frameworks is also different at a conceptual
level compared to the reduced information model used in other management systems.
The resulting complexity must be handled with care: decisions in the design phase can
have a significant effect on the correctness or performance of the resulting distribution.
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The infrequent visitors arriving at streaming systems do not rely on the presence of
complex aggregation semantics like queries with HAVING clauses or the flexibility of
pure SQL queries. Moreover, when the processing system is accepting a data rate which
exceeds its processing capacity, the quality of the response may be in doubt based on the
latency-sensitive nature of the domains.

4.4. Data Quality and Integrity in Live Clinical Environments

Live clinical environments pose stringent requirements on data quality and integrity that
must be addressed at the stream level, affecting every aspect of stream processing.
Stream validation and cleansing mitigate untrustworthy data points, while the temporal
alignment and event correlation operations ensure downstream analytics leverage fully
assembled patient states and timely information.

Detection of outliers and missing values, and the correction or replacement of invalid
records, are the most-supported steps in stream cleansing and validation phases.
Predictive models, costly-checking services, expert-systems heuristics, and pre-trained
classifiers are among the common approaches deployed. Constructing, operating, and
testing such facilities constitute a specialized domain in their own right.

Temporal alignment condenses multiple streams from the same patient into a single
stream containing only the most recent value for each attribute. Event correlation takes
patient streams, correlates events from all patients, and computes aggregate attributes of
interest from the correlated events, such as the number of active cardiac arrests or the
number of patients in sepsis, for each time point.

4.4.1. Validation and cleansing in streams

Inherent data qualities must be monitored during data ingestion and processing to ensure
dependable outcomes. Validating on-line data against existing knowledge-based rule
systems can help identify data that does not meet requisites for further processing or
storage, for example, during clinical-rule-based decision support. Processes that validate
certain properties at stream or query time vary significantly from static cleansing, as the
outcome is a filtering effect during life without modifying the original data streams.

Heuristic-based cleansing is a commonly employed approach for rectifying streams in
general database environments. Such heuristics can be exploited in clinical environments
by leveraging knowledge bases that retain frequently used transformation rules for
readily identifiable errors. To be entirely trustworthy, the knowledge base must be
regularly updated. Existing soft computing-based techniques can also be evaluated for
their suitability in identifying potential cleansing heuristics.
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Fig 4.2: Ensuring Trustworthy Real-Time Clinical Data Streams: A Framework for

Continuous Data Quality Monitoring, Knowledge-Based Validation, and Heuristic
Cleansing to Enhance Machine Learning Outcomes

Data cleansing and preparation complete the data quality breadth in screening and
filtering streams and should complement the validation. Such practices enhance the
predictive performance of classification learning and the outcomes of unsupervised

learning used for discovering new or evolving clinical conditions or other phenomena
hidden in the data. Nevertheless, preparing real-time or near-real-time streams for
machine learning is also a non-trivial task, primarily due to the loss of historical data
associated with standing stream data approaches.

4.4.2. Temporal alignment and event correlation

Temporal alignment and event correlation The success of algorithms predicated on

temporal congruity relies on the implicit assumption that temporally equidistant
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observations in distinct streams correlate closely. Nevertheless, shifts in acquisition
epochs, sampling cadences, and rates of data drift among channels give rise to
discordance even among detections encountered from diverse patients and clinical
scenarios. Such phenomena render the mere temporal alignment of external data with
the native telemetry stream insufficient to fulfil the requirements of analytics that seek
to exploit temporally correlated features across multiple streams.

Substantial evidence has accumulated in other research domains to suggest that event-
correlation detection models based on observer motion—even without specific details
of the observers themselves—are proficient in capturing semantically similar but
temporally varied events within a single stream. Thus, models trained solely on one
telemetric channel can be deployed to identify landmark events in other largely
independent telemetry streams, supporting the inference of alterations in risk states of
patients under monitoring. Moreover, building on the notion of parsimony, state-aware
classification models can be structured to directly leverage distinctive changes in the
telemetry physiology of patients presenting in specific states, while also consuming
temporally aligned external data for reinforcement.

4.5. Applications and Use Cases

Real-Time Clinical Data Exchange and Streaming Systems are the technological basis
for many applications and use cases in the healthcare domain. Characteristic applications
involve real-time clinical decision support in the context of critically ill patients, hybrid
systems designed for remote diagnostics and imperative telemetry, and runtime event-
driven processing in clinical data streaming. These implementations provide examples
of streaming architectures and demonstrate how real-time clinical data exchange
becomes possible.

Inspired by a personal involvement with research in hospital telemetry for artificial
ventilation, an exposition of this work focuses on three major applications found in the
literature: aggregate real-time decision support for critical care, a hybrid system
supporting scientific research in remote diagnostics and imperative telemetry, and
runtime event-driven processing in clinical data streams. The basic requirements for
these classes of scenarios are also outlined, paying special attention to novel aspects
when compared to the standard requirements for general real-time processing. A
secondary aim of the discussion is to present recent directions in clinical data streaming
that start to transcend simple continuous real-time processing and move towards
adaptive handling of arbitrary events raised in the data stream. These developments
exploit the true event-driven nature of clinical data streaming and suggest that
continuous processing and decision support are just preliminary steps in the streaming
data service chain.
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4.5.1. Real-time decision support

Clinical decision support systems process information to produce knowledge. Real-time
processing makes use of active data; knowledge generated from that data is
automatically delivered to the users for consideration just before they are about to act—
in a similar manner to how an advisory system would inform the user. Real-time clinical
decision support systems typically provide advisory support by supplying alerts, such as
warning clinicians about abnormal patient conditions derived from outside patient
normal ranges defined for specific clinical variables (e.g. heart rate). Such alerts are
typically based on data from dedicated vital sign monitors.

Alerting based on historical data is also possible. Alert conditions may be defined by a
rule-based engine to trigger an advisory alert message when an accident or incident is
about to occur based on historical series analysis of different univariate or multivariate
data—such as a rapid increasing of CO2 concentration, depleting O2 in an underwater
vehicle, etc. In this case, computations based on past streaming data are required in
addition to live data acquisitions to determine when current events are triggering an alert.
Unsupervised learning techniques are also being explored to detect and classify
abnormalities in telemetry data.

4.5.2. Telemetry and remote patient monitoring

A common application of clinical data streaming is patient telemetry and remote
monitoring, where streams convey the status of patients with chronic diseases or at high
risk. Both traditional in-room telemetry and remote monitoring of at-home patients can
benefit from a complete view of patient status that goes beyond monitoring of simple
vital signs and includes multimodal records such as clinical observations, lab test results,
and diagnoses.

In a telemetry context, event streaming enables telemetered patients to exhibit changes
in preventive-care status that are relevant to their level of risk, thereby triggering alerts
when a care provider's intervention is required. Telemetry feeds to the streaming system
provide vital signs and other simple measurements, while streaming feeds from the rest
of the hospital supply updates in the patients’ preventive-care status. Assessment of the
completeness of the status change and a check for possible relationships along the
temporal dimension of the streams permit confident alert generation. These ideas are
resilient to session interruptions such as those caused by sensor failures and network
drop-outs, which are not uncommon in stream environments.
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4.6. Challenges and Risk Management

Maintaining a high level of data quality, integrity, and completeness (Q IC ) is a key
challenge in live environments. The increased focus on streaming analytics raises several
important risk-management aspects. Whereas one hundred percent accuracy may be
desired in batch systems, real-time systems trade off some level of accuracy for reduced
latency, particularly in live environments. Calibration, validation, and testing of the
stream-based approach become even more important, particularly for applications reliant
on real-time data that can carry high risk for patients, such as automated drug dosage
administration and real-time monitoring of anomalies in subjects’ physiological status.

LatEnt Agencies Users’ Deployment scenarios have an impact on the basic concept as
to when latency becomes quality. For example, system design for pollution in a city is
very different from one related to tsunami warning systems. Pollutants are perhaps most
pollination in the northern hemisphere during the summer months; thus, prediction and
corrective actions, rather than sensor detection, must be the design strategy. Pollutants
are not disposed of in the equatorial region but in the dry regions of the world.
Conversely, tsunami waves have periodicities of 4-5 minutes, and humans have little
ability to respond to them; detection and warning are key.

4.6.1. Latency versus accuracy trade-offs

Real-time clinical data exchange and streaming systems presented here are especially
suited for environments in which clinical decisions are supported by real-time
information. Events or conditions that may grow worse with time-such as a cardiac
arrest—are particularly suitable for analysis in a streaming paradigm in order to rapidly
leverage all available evidence. The calculus of the system is limited to visible
sequences, those that lie within the current time window, and thus it can operate with
low latency and high throughput. The demonstration focused on detecting trends in the
patient’s heart rate monitoring data, which correspond to a progressively worsening
sinus bradycardia condition. Other telemetry and remote patient monitoring applications
may benefit also, as these systems continuously collect and stream patient information
and alert personnel of events of interest.

Streaming systems must be designed to integrate the non-similar data arriving from
multiple sources. Nevertheless, as evidence receives a temporal stamp, tardy incoming
evidence may incorrectly support an alert that should have been generated earlier—e.g.,
the patient “is bleeding badly”—or late or incomplete evidence may not support a
decision that could have been generated after its receipt—e.g., a patient “may need a
blood transfusion.” Such lapses in accuracy reduce physicians’ trust in the alerts and
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their agreement in accepting or rejecting them, and they may ultimately lead to patients’
lives being placed in danger.

4.6.2. Scalability and resilience

Real-time clinical data streaming systems must maintain a fine equilibrium between low
latency and complex processing. While present-day systems rely on central processing
units (CPUs), it is likely that they will need to transition to adaptive architectures
incorporating heterogenous processing resources to retain their competitive advantage.
The enormous processing loads foretasted by several ICT-enabled innovative use cases
and future requirements will only be met by systems having the capacity to scale out in
the cloud by engaging graphic processing units (GPUs), tensor processing units (TPUs)
or Field Programmable Gate Arrays (FPGAs), thereby improving performance without
impacting growth factors like resilience and cost into the bargain. The additional risk of
working at the extremes of trade-offs between latency, accuracy and speed is that even
small equipment failures can have a major negative impact on the entire system. In
situations where the stakes are unusually high, such as clinical environments assisting
serious accident victims, sufficient redundancy must be built into such systems to
achieve the desired service level and keep human lives out of harm’s way.

In addition to Equipment Redundancy, the adoption of software architecture that
provides Multiple Levels of Resilience is considered good practice in Mission Critical
Systems. Platform Data Streams such as those derived from standard building block Data
Ingestion units have been proven to exhibit an inherently high degree of resilience using
simple techniques such as data resilience streaming analytics, temporal-spatial
performance regression, and extreme anomaly detection based on extreme value theory,
ensuring a good balance between capacity to absorb failure and complexity of
processing. This aspect is considered relevant to the end-consumer, because the risk of
failure of a low-complexity system may be perceived as being far greater than that of a
more complex system, even if resilience measures in the latter compensate for the
increased chance of failure.

4.7. Evaluation and Validation Methodologies

A streaming engine has traditionally been assessed based on throughput and latency —
when analysing business processes these metrics are paramount for production control
and decision-making. However, in clinical environments patient safety is essential,
therefore when real-time support is provided for critical situations, such as alerts, the
ability to issue accurate notifications is more essential than swift notifications. In such
circumstances, the time window for producing a notification can be extended without a
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severe decrease in the usefulness of the alert. An unexpected event not causing human
harm needs an immediate reaction, but the opportunity fence is wider than for dangerous
conditions. Telemetry and telemetry monitoring services require a balance between these
metrics, as typically a large volume of critical and non-critical events must be processed.

WS-Notification compliance testing displayed the expected scores sharing between
message-oriented and event-driven areas. Moreover, testing the integration of a custom
data-integration library with a third-party system highlighted the advantages of having a
dedicated set of dedicated services to handle batch and streaming data consolidation.
These libraries managed different configurations and connection parameters for
disparate data sources. They controlled network communication protocols for message-
oriented systems and were open for external extensions. Additionally, these components
offered built-in data aggregation in the batches to reduce the number of published
notifications, and the engine health information was made available for notifications
about the reporting system. These areas of validation can simplify the process of
maintaining streaming engine components tested at different granularity levels.

4.7.1. Performance metrics for streaming systems

Benchmarks that assess the performance of real-time streaming systems are fundamental
for evaluating different approaches. Nevertheless, comparing the performance of distinct
architectures or implementations is difficult. As a result, many performance metrics need
to be kept in mind, and the main focus must remain on identifying, in a structured way,
the most relevant metrics for each specific case. A general analysis has been devised for
the performance evaluation of stream processing engines. The proposed metrics are
categorized into five groups: throughput, latency, resource consumption, fault tolerance,
and reliability and availability.

378. Throughput is defined as the number of successfully processed events during a
given timeframe. Depending on the requirements, it can be defined per second, minute,
hour, or day, and may also be presented as requests per second. Latency denotes the time
required to process an incoming event. The subsequent category is resource
consumption, which encompasses metrics pertaining to memory usage, CPU occupancy,
and other relevant aspects. Fault tolerance is framed as the implementation's ability to
recover from a failure without data loss or duplication. Finally, reliability and availability
metrics are related to the capability of sustaining operations in the presence of failures.
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4.7.2. Interoperability testing

There are several challenges related to the validation of any streaming system in clinical
environments. As the system is processing live clinical data, the connection to the data
sources must be maintained and the possibility of playing back a recorded test data
stream is impractical. To address this issue, automated synthetic telemetry streams can
be generated to validate specific elements and expected behaviour during specific
conditions. For example, a newly added equipment stream can be synthetically generated
to ensure correct processing of a new data source. In parallel, the output can also be
compared to additional data streams sourced from reliable test reference sources. Such
comparisons can highlight potential faults that are not detected by the system itself and
localise points of possible misbehaviour.

Even during routine operation, the validation of these systems, specifically their output,
is essential. Malfunctioning source devices, streams being delivered out of specification
and even neighbouring hospitals using incorrectly configured equipment can all feed the
system with false data. Such events can lead to incorrect alerts and over-reliance on the
streaming output. Building automatic validation tests into existing running conditions
helps ensure both quiet and alert conditions are tested frequently.
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4.8. Future Directions and Innovation

Artificial intelligence is being integrated into almost every field, and data analytics
streaming systems are no exception. Although traditional machine learning models
require earlier batches of training data, it is advisable to deploy them as soon as possible
to gather more diverse patterns and fill uncertainty gaps. Sophisticated deep architectures
also show great potential. Fundamental vision transformers require extreme amounts of
data, while pseudo-Lidar transformers leverage implicit input into point clouds and
achieve state-of-the-art performance on several tracking benchmarks. Nevertheless,
user-defined algorithms and domain knowledge complement Al. Even in a totally
unsupervised process, machine learning should still be considered "a research area that
is still very active in the field of telemetry" as stated by the affinity group, which gathered
over 100 experts from the telemetry and telecommunication disciplines.

A federated architecture is suitable for broad and dispersed applications, such as remote
patient monitoring. Instead of centralizing information, only local features at edge and
hub levels are transmitted upstream. Critical areas are coupled with local processing. By
ensuring a straightforward relationship between receivers and senders, this event-driven
architecture increases robustness and flexibility while overcoming latency issues.
Redundant processing along streaming pipelines increases resilience. As each
component has a controlled number of input and output events per unit of time, it
becomes feasible to manually or automatically share current or future loads.

4.8.1. Artificial intelligence in streaming analytics

Machine learning and artificial intelligence (Al) techniques are gaining prominence in
clinical data analysis for their ability to identify or predict events based solely on patterns
in historical or near-real-time data of individuals or populations. In medical imaging, the
high execution times of models, such as convolutional neural networks (CNN),
necessitate adaptation to real-time decision paradigms. Often, these models are not
integrated into clinical or telemetry systems but are implemented instead as isolated
applications or web services that ingest the data, process it according to the model, and
return an output item without user interaction. Clinical telemetry constitutes a proactive
monitoring tool whose alerts warn of abnormal physiological conditions of patients.
Telemetry systems continuously control parameters through graphical visualizations that
incorporate historical, current, and predictive information. During the COVID-19
pandemic, several systems appeared in literature that monitor clusters of patients using
these concepts.

These need not be limited to standard physiological conditions. Therefore, during patient
admission, it becomes possible to execute a model that predicts clinical deterioration in
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a short period, such as septic shock. As the need for an alert arises, various alert
mechanisms can be implemented, such as the standard telemetry alert or an additional
layer that groups notifications of multiple patients whose estimated time to get in the
state is about to arrive.

4.8.2. Federated and edge streaming architectures

Holistic Al systems require data from multiple sources and meet latency, security or
privacy concerns. The architecture of federated learning distributes training to edge
systems, while centralizing learning updates without sharing the complete datasets, to
address issues with sensitive data. Federated learning aims to securely train Al models
without revealing patient data or models trained at the different nodes. This is useful in
many domains requiring privacy-preserving data sharing processes among untrusting
parties, like the healthcare domain.

Federated learning creates cross-silo or cross-device settings. In cross-silo settings,
organizations collaborate by sharing training results to create a shared model. Cross-
device settings allow thousands or even millions of devices to participate in creating a
shared model by uploading only control messages or parameters. Local model training
on resource-constrained devices or at the edge contrasting with centralized training
enables edge intelligence. Local model training and inference can be facilitated by edge
devices, that enables automatic and personal service. Centralized orchestration allows
the creation of an intelligent edge device serving for multiple persons.

4.9. Conclusion

Real-time Clinical Data Exchange and Streaming Systems provide an agile and efficient
mechanism for deploying real-time services in healthcare, by enabling the seamless
integration of streaming data from heterogeneous sources into automated decision-
support systems. Such services have begun to include telemetry and remote patient
monitoring systems, but additional capabilities are needed to support ongoing, data-rich
clinical research in real-time settings while ensuring compliance with clinical data
integrity policies. Latency, accuracy, and scalability remain key challenges, requiring
considered annotations and innovative testing strategies. Furthermore, wider adoption
will demand new capabilities, such as support for federated or edge-streaming
architectures, and the ability to address Al training tasks with temporally-annotated
streams.

Real-time systems present an agile and efficient mechanism for deploying real-time
services in healthcare through the seamless integration of streaming data from
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heterogeneous sources into automated decision-support systems. Recent projects have
demonstrated the feasibility of annotating streaming data with the information and
precision required to support clinical decision-support services in live environments.
Application examples include the integration of telemetry data from vehicles carrying
patients needing urgent care, and a remote monitoring system based on a collection of
simple yet effective rules, such as alarms triggered by symptoms or events outside
normal ranges.
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