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Chapter S: Data Center Operations and Performance
Management

5.1. Introduction

Driven by the ongoing digital transformation of society fueled by an exploding demand
for cloud services, an increasing number of companies and enterprise organizations
invest heavily in the acquisition, planning, and construction of data centers as new global
engine rooms. In addition to the original owners, dedicated hyperscale cloud service
providers such as Amazon, Microsoft, Google, and Alibaba also operate several data
centers throughout the world and lease additional data center capacity to many
customers. These data centers are built with robust architectural engineering features and
operated with well-defined operational practices, allowing both the service and facility
providers to deliver the services at a large scale with the best-of-class operational
efficiency, cost, and resilience characteristics.

This section defines the scope and research question, outlines the architectural
foundations that enable the construction and operation of high-performance data centers
and describes the performance metrics for monitoring the effectiveness and efficiency
of data center operations. It discusses the best practices adopted by these service
providers in the large-scale operation of data centers, examines how these practices help
reduce operational costs while still allowing for resilient services, reviews the
optimization of energy consumption in data center facilities, and explores the
considerations in data center network interconnectivity design.

5.1.1. Research design

The present investigation represents the intersection of three distinct areas of scientific
inquiry data centers, IT infrastructure management, and data-driven operational
efficiency and performance management. Correspondingly, the body of work developed
includes various facets of each area. Data centers, the foundation of much contemporary

research in computer science, computer engineering, and electrical engineering, are
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considered through an operational lens; design focused on the Infrastructure-Operations-
Management framework is strongly supported by extensive real-world data and
experiences. Indeed, the themes of IT resource and energy utilization optimization, as
well as the exploration of performance metrics additional to those typically found in the
data center domain, are not confined to the physical data center itself. The same
principles can be directly applied to cloud computing and will ultimately prove important
for distributed cloud environments as well. However, indirect connections through
research themes, rather than through empirical evidence, are also valid.

The first exploration examines the architectural design principles of contemporary data
centers, specifically focusing on the organizational structure of IT resource allocation,
the facility infrastructure that provides for the reliable operation of production services,
and the networking paradigm that underpins interconnectivity. Special attention is
devoted to energy utilization, demand forecasting, and performance benchmarking
aligned with resource provisioning at all levels of the data center hierarchy. Subsequent
research studies operational practices that contribute to efficiency and resilience during
normal operation, with emphasis on capacity and demand planning; monitoring,
management, and machine learning at all levels of the operation-supporting
infrastructure of networks, systems, and storage; and the combination of predictive
resource optimization in the facility and IT service-delivery environments. Securities for
these elements not directly governed by the Facility PUE or the direct snooping of
external collectors temporal and physical redundancy of resource provisioning,
quantifiable with the hazy notions of “Reliability,” “Availability,” and
“Maintainability,” combined with greater maturity of data center managers in QoS
compliance round out this segment of the empirical exploration. Finally, data center
interconnectivity and operational aspects that mitigate negative consequences of latency
and low available bandwidth on service performance are stressed, with a clear
prominence of fabric automation.

5.1.2. Background and Significance

More than twenty years after the first server consolidation efforts demonstrated the role
of network enablers, the IT industry is again shifting its focus to centralization and
automation of the most important functions in the Data Center. Cloud Computing and
lately Big Data represent the new disruptive technology for IT, enabling the large-scale
Data Center as the main Cloud-computing and information lifecycle management
enabler, delivering computing services, applications, and information from remote Data
Centers. The Data Center itself is now become a vertical factory for the hosted and
delivered Cloud-based services. Traditional design and operation efforts have always
concentrated on availability driven by SLA or regulatory requirements at the expense of
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efficiency. Inefficient Data Center facilities do not only consume significant amounts of
resources for cooling and power distribution, but also induce provisioning for idle
capacity into the servers, as the operational cost is unrelated to the instantaneous demand
level. For Cloud computing adoption to continue existing Data Center operators cannot
just watch SLA compliance, they also need to become more and more efficient.

On the other hand, Cloud-based infrastructures require tight integration, or Interconnect,
at service level in order to manage traffic as an integrated resource. As a result, while
the major cloud providers (like Amazon, Google and Microsoft) are building dedicated
Exaflops visible from the space, the rest of the Data Centers are concentrating on
improving their design and operation toward the new objectives of both inefficiency and
efficiency trade-off. Efficiency research reaches a new dimension with Green IT and
PUE, dependency research is naturally defined for the locale definition of RAM, and for
Cloud provider quality assurance requirements Latency and Bandwidth Quality-of-
Service become timely issues.

5.2. Architectural Foundations of Modern Data Centers

The shared broadly recognized concept of a data center includes a cluster of easily or
automatically trainable directly or indirectly value-producing resource agents with
commensurate disk an interconnection network with central components and outer relay
or switching components. Data centers are regarded as systems with an input-output
behavior specification that aggregates the inputs and outputs of the component agents
and their interactions, common dynamic formulations and analyses, and guided public
or private management or operation, producing and consuming monetary current.

Power systems and discrete-event memory systems have diverged into specializations
reflecting different input-output behavior from highly scalable and closely managed
networks, which have become a focus of both economic and engineering aspects of data
center operation. Reliability, capacity, and performance have been important since
before data centers emerged as formal constructs, but predictive formalization has been
difficult with extreme multi-modularity properties. The general concepts of reliability,
availability, and maintainability (RAM) have been widely used; in general, definition
and metric formulation have remained separate from formal engineering and software
design principles and practices of RAM. Efficient embedded feedback loops are also
important contributors to any RAM construct that operates in one or more decision
control loops with external objectives.
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5.2.1. Facility Infrastructure and Power Management

The facility infrastructure of a data center comprises the subsystems necessary for
operation and the connections among them. Traditionally referred to as uninterruptible
power supplies (UPS), the rack-mounted power distribution units (PDUs) for which
uptime is critical deserve attention during capacity planning and equipment selection.
The power &#8722; cooling &#8722; monitoring system configuration should support
the entire load with acceptable redundancy and efficiency. Power Usage Effectiveness
(PUE) quantifies the overhead power for control, cooling, lighting, and other systems
that do not directly support the IT load. PUE can be gamed unsustainably by the
unreported outsourcing of those functions or the wholesale purchase of cheap, low-
reliability devices attached to the critical path. The metric PUEeff for a facility, covering
the monitoring period from the beginning of fiscal year (FY) to end of FY, discourages
such practices by measuring the ratio of total facility power to IT power rather than the
ratio of external power drawn to consumed telecommuting power available for storage
and processing.

Internet-scale operators strive to procure and operate resources in ways that secure
product and service demand under normal as well as stressed conditions of use. Attention
to service capacity, demand forecasting, data-driven monitoring, and observability have
thus become standard components of production operations. IT systems with navigable
representations of the interrelated components, directed along the demand-response
path, help prevent costly and damaging outages or service slowdowns. The information
obtained enables the prudent allocation of spare capacity and improves product delivery
and operational cost predictability.

Fig 5.1: Data center operations and power management
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5.2.2. Networking and Interconnectivity

Data centers are concurrently becoming large-scale global infrastructures with the
capacity to host a multitude of ISPs, CDN providers, and cloud services operating in a
shared ecosystem enabled by high-bandwidth interconnects. These centers are
converging around optical transmission networking technologies for the interconnection
of data centers at a national and global scale. Emerging technologies such as Air-Flow
(AFM) for large data centers at the national scale and/or international data centers at the
global scale based on Dense Wavelength Division Multiplexing (DWDM) and Layer 2
multi-flow technologies presently under consideration in the telecommunications sector
are also relevant.

The telecommunication demand of cloud data centers is dedicated to low latency and
has a radically different network topology. Interconnects between servers within large
data centers use the Spine-Leaf topology and represent a segment of the overall cloud
data center equipment. At these lower scales demand is focused on high bandwidth and
sequence and flow numbers of flows traverse just a small number of switches, which for
Spine-Leaf architectures are closely positioned to each optical interconnect towards the
wide area network. An ideal solution is found with automated fabric architectures that
can create and tear down Layer 2 connections between Cloud Data Center Data Center
routers.

5.3. Performance Metrics and Benchmarking

Massive amounts of data can be generated by applications, but accurate forecast and
planning of resource usage to maximize efficiency is still an elusive goal. Many concept
definitions used for the degree of efficiency, availability, reliability, and utilization of a
data center are ambiguous. Definitions and necessary parameters that allow these
concepts to be transformed into computable equations and formulas have therefore been
proposed. They can be combined into a metrics library. Based on this library and
appropriate validation parameters, a Data Center Performance Plan Score is defined and
a scoring process set up. Each metric can act as an independent benchmark and serve to
assess respective edge management strategies in a standalone way.

Reliability, availability, maintainability, and risk; performance efficiency; and resource
utilization are the key features of data centers according to the ISO/IEC 30134 standard.
The metrics listed in the standard need to be complemented by actual observability.
Observability is the ability of the data center IT and facility systems to convey relevant
and meaningful information. This may be achieved through the implementation of
systems that enable telemetry, for example, through enhanced logging or by the use of
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appropriate agents or probes. Whenever and wherever observability is insufficient, the
appropriate information within the same context needs to be actively optimized.

5.3.1. Reliability, Availability, and Maintainability

While reliability, availability, and maintainability are an important part of external DC
service quality, facilitating efficient internal integration and continuity, and shaping
management and administration philosophy and by extension, cost is at least equally
significant. The following subsections examine RAM- and operational-resilience-related
aspects of data-center design and operation, before expanding to other benchmarks of
efficient resource deployment.

The reliability and availability of data-centers can be described by the statistical concepts
of Reliability R(t), described as the probability that the DC operates as expected at time
t, and Availability A(t), the probability that the DC is operating correctly at time t both
bearing dimensions of time raised to the power of the number of components involved.
Availability can thus be interpreted as “live”, while an alternative “whole-life”
perspective relates RAM measures to costs borne when failure occurs or the change in
cumulative profit from month to month.

These concepts have led to various attempts at quantifying the RAM of particularly
common data-center types, including examination of the Probability of Failure on
Demand metric. Probability of Failure on Demand quantifies the cumulative probability
that the service is not functioning at a time chosen by a user for any reason other than a
change in custom,; its utility is thus limited to a user-specified duration, but gauges the
quality of an DC service. Related to this are models designed to maximize availability
at minimum cost by assessing extensibility, flexibility, and the probability of multiple
independent failures in parallel elements.

5.3.2. Efficiency and Utilization Metrics

Operational efficiency is best represented by PUE and carbon PUE, which represent how
much energy-fuel consumed by data center is used for-information technology. These
indicators may expose global inefficiencies, but in a global analysis neither Server
Utilization nor Carbon Utilization would prevail. Server Utilization and Carbon
Utilization, on the other hand, express the relationship between useful output and energy-
fuel input in the information technology subsystem. In this sense, Utilization represents
the potential of information technology and does not reflect the punctual performance of
data center as a whole, these metrics rather reveal if the data center is able to operate in
a minimal carbon footprint perspective in a punctual moment. Nonetheless, according to
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the analysis of real data centers, the most inefficient installations are those focusing on
PUE improvement with no regard for Server Utilization. By plotting Carbon Utilization
and Carbon PUE, it’s possible to highlight installations with a good dimensioning of the
infrastructure.

In addition to the aforementioned metrics, that measure performance at a global
perspective, Reliability at the Facility Infrastructure Level is also relevant. This aspect
is crucial for Operations of any organization. A global indicator of uptime is contained
in the “Average Annual System Availability” reported on the TPC Benchmark C. If the
organization does not operate its Data Center with High Availability in mind, then all
the Services will be affected. If the Services hosted have different levels of Importance,
only a custom Availability policy can result in an optimized uptime at the Service level.
Other indicators of the Facility and the Service can be expressed using Reliability,
Availability, Maintainability and Safety theory, hence the acronym RAMS. The analysis
of common issues in Data Center outages shows that a high percentage of problems are
due to human errors. Therefore, the RAMS framework is also a useful paradigm to
support the implementation of Operational Best Practices able to reduce human error
Frequency and Mistakes.

5.4. Operational Practices for Efficiency and Resilience

Minimizing costs while delivering the services expected by customers requires not only
an appropriate facility infrastructure but also effective operational practices. These can
enhance the efficiency and resilience of data center deployments by optimizing capacity
and demand forecasting, improving monitoring and telemetry, and ensuring timely
resource provisioning.

Capacity planning and demand forecasting ensure that sufficient resources are available
to meet actual and anticipated workloads without excessive overprovisioning. Deviation
from planned load can arise from failure of servers or other infrastructure, problem
conditions, or load spikes that absorb network and processing capacity. Demand often
exhibits cyclical periodicity, enabling short- and medium-term forecasts from historical
load data, but less frequent capacity changes may require more detailed statistical
analysis. Trends may affect forecast quality; for example, cloud service providers
typically experience strong demand growth, albeit at a reduced growth rate.

Capacity would ideally be matched to forecast demand with sufficient deployment lead
time. In practice, demand may also exhibit daily elastic characteristics, and impending
peak loads may not always be predictable. Therefore, scaling mechanisms, such as
platform-as-a-service deployment auto-scaling and server load scaling, are commonly
employed to optimize resource utilization. The inability to provision required resources
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in time not only creates a poorer quality of experience for end users but may jeopardize
businesses entirely.
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Fig 5.2: Optimizing data center operations and performance

5.4.1. Capacity Planning and Demand Forecasting

Capacity planning encompasses predicting and preparing for future demands on
hardware, software, and bandwidth. Forecasting demand helps organizations proactively
allocate resources to meet anticipated needs, which may increase or decrease depending
on business cycles, product launches, or trends. Organizations ideally use a combination
of top-down and bottom-up forecast approaches. A top-down approach involves relying
on business forecasts made by executives, while a bottom-up approach relies on users or
departments providing their estimates. Both types of estimates synthesize data from
previous periods, which act as benchmarks and help validate future expectations. For
example, metrics data on message rates can provide insights into messaging platform
volume.

Capacity planning should initially focus on long-term demands that are relatively stable
and dependable. Assessment of long-term demand should examine the highest average
use over an entire business cycle, and it should focus 3 to 4 years into the future.
Subsequent steps can then examine shorter terms, with intermediate assessments
covering the next 12 to 18 months and detailed near-term assessments covering a span
of 3 to 4 months. After such an approach has established a solid long-term foundation,
the need for such detailed information may diminish as long-term trends become more
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evident. Long-term demand management should also maintain awareness of potential
business changes that may affect volumes over a shorter period.

5.4.2. Monitoring, Observability, and Telemetry

Modern data center operators make significant investments in reliable and robust
monitoring systems to help satisfy customer SLA commitments. Such systems enable
operators to monitor and log infrastructure behavior over time for capacity planning and
performance optimization. In addition to traditional “white-box” telemetry, sophisticated
telemetry systems are deployed to provide fine-grained observability metrics about the
application performance. Such observability becomes critical to quickly pinpoint the
correct root-cause of service-impacting incidents, especially in light of increasing multi-
cloud applications with ever-increasing architectural complexity, such as microservices
and serverless.

Monitoring systems collect and visualize key high-level performance metrics about the
data center infrastructure using a pull model. Application-aware monitoring, on the other
hand, employs “black-box” probing to monitor application responsiveness by sending
service-specific requests and measuring service latency. Inside the application,
instrumentation libraries add various hooks for key application components and log
performance metrics with a high-frequency sampling interval. These are subsequently
aggregated and visualized in a time series to enable fast detection of abnormal
application behavior.

5.5. Resource Optimization and Energy Management

Environmentally aware data center operators seek to optimize resource utilization and
minimize energy consumption and carbon emissions without sacrificing the quality of
service (QoS) offered. Resource optimization must occur throughout the data center,
from supply to disposal, with telemetries such as electricity, carbon-dioxide emissions,
and water consumption tracked and reported consistently. Cooling contributes
significantly to energy use, and greater efficiency can be achieved through both
technological innovation and operational management. Performance can be further
enhanced via renewable energy sources and storage devices. Power Usage Effectiveness
(PUE)25 remains a key figure of merit in electrical resource management, seeking to
reconcile facility and equipment operational demands.

Thermal management within data centers comprises the supply of cool air to servers and
the removal of hot air expelled during operation. The most common method is the
introduction of cold air to the front of racks via Computer Room Air-Conditioning

76



(CRAC) units, although direct liquid cooling and liquid immersion provide compelling
alternatives for high-density deployments. Hot-aisle containment systems, which
confine hot air to the rear of racks, have also been widely adopted, with fans used to
exhaust the hot air. Further energy savings can be made through the reduction of airflow
rates, and closed-loop thermal designs, which minimize the quantity and distance of air
circulation, can significantly enhance efficiency. Despite these developments, cooling
technology continues to consume roughly 40% of electrical energy in data center
operations.

Energy management encompasses a wide range of practices, systems, and technologies,
all with the aim of ensuring: (i) cost-effective power delivery to the data center; (ii)
optimally dispersed power resources for the equipment; (iii) reduced green house gas
emissions; (iv) support for variable loads arising from fluctuating application demand;
(v) integration of power from diverse sources; and (vi) minimization of energy costs.
Achieving these objectives requires close co-operation between diverse internal units
and external service providers. Energy management systems collect measurements from
various subsystems and make recommendations for optimal behavior. Tracking costs
and other metrics facilitates a better understanding of energy processes, allowing
improved decision making. Processes must also be transparent to applications, with users
able to specify power budgets for transient soft real-time QoS.

5.5.1. Cooling Technology and Thermal Management

Temperature-sensitive electronics account for a significant portion of cooling demand in
modern Data Centers (DCs) and must be managed in an efficient manner. The electricity
required for cooling these DCs represents about 30% of the total DC power consumption,
leading to the investigation of Power Usage Effectiveness (PUE). Studies have shown
that the usual PUE figure, around 1.5, may be reduced to less than 1.3 in some green
DCs by optimizing DC cooling systems. These are two valid motivations for identifying
and applying the best solution for cooling a DC.

The choice of cooling system for a Data Center is based primarily on the Balance
Temperature. The maximum allowed temperature of the air supplied to the computers is
determined by the manufacturer. The temperature of the air leaving the cooling system
must therefore be lower than the Balance Temperature in order to cool down the
electronics. In addition, the amount of chilled water delivered to the Fan Coil Units is
determined according to price and COP considerations. Therefore, the Balance
Temperature is the key parameter for sorting and selecting the most suitable cooling
solution in terms of conventional price and electricity savings.
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The optimum is achieved at different Balance Temperatures. If a low supplied-air
temperature is chosen, cooling systems requiring a distribution of chilled water at low
temperature (e.g. Chillers) are less expensive. If the balance temperature for the supplied
air is sufficiently high, the investment tends to be minimized with low-speed evaporative
cooling systems. Cooling systems permitting high Balance Temperatures (e.g. Direct
Fresh-Air Cooling and Indirect Open-Air Cooling) are the cheapest in terms of annual
electricity costs, followed by conventional systems (e.g. Chillers), and finally low-
temperature Economizers. The price of the cooling system for a DC is determined by
both investment and operating costs. Hence, for every Balance Temperature there is
usually one cooling system providing the minimum total cost of a DC, although the
choice tends to be dominated by extreme Balance Temperatures.

5.5.2. Power Usage Effectiveness and Renewable Integration

Power Usage Effectiveness (PUE) is a metric that expresses the ratio of total facility
power consumption to direct IT equipment power consumption. A value of PUE = 2.0
indicates that for every joule consumed by IT equipment, a unit facility load equal to the
IT load is consumed. For example, a data center consuming 1 MW of IT power but with
0.5 MW of cooling, lighting, controls, etc. would indicate a PUE=1+(0.5/1)=1.5 or
1.5 total MW consumed. PUE = 2.0 correlates well with the building classification
systems but is still considered relatively poor. A current target is 1.1, but typical values
cluster within a range of similar facilities. However, a low PUE should not supersede
reliability and availability goals. Another factor that must be considered when
interpreting proxy PUE is the geographical location, such as whether meteorological
conditions favor further exploration of external non-mechanical measures toward energy
savings (e.g., free cooling leveraging external air or water sources or economization
technologies filtering through supply or return air).

A PUE profile is also recommended, with intensive monitoring of facility services,
maintenance plans, and related processes directly and indirectly affecting power
operations. Coefficient of performance (COP) is also widely used for cooling equipment
to measure the thermal efficiency of the cooling facilities. Greater efficiency and PUE
improvement can also be achieved through integrating renewable sources.

5.6. Networking and Data Center Interconnectivity

Modern enterprise data centers rely on high-capacity networking fabrics to efficiently
connect large numbers of servers and storage systems. The design of these interconnects
must reflect the patterns of workload traffic. Systems engaged principally in storage and
backup will require low-latency connections; transactional-processing systems will
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impose demand-bursting bandwidth requirements; batch-processing workloads favor
lower-accuracy communications over longer periods; and data-analytics and modeling
applications will benefit from massive parallelism. Such considerations have encouraged
reliance on spine-leaf routing architectures, with multiple fixed paths through the fabric
to limit oversubscription ratios. Quality-of-service mechanisms are critical in these
fabrics to prioritize traffic with stringent demands on latency and packet loss. Modular
data-center designs, with distributed interconnects, lend themselves more readily to the
introduction of sophisticated optical networking and advanced traffic-management and
-engineering algorithms.

Maintaining low-latency paths between data centers that support workload replication
and traffic bursts from one center to another has long been a concern of IT architects. As
data-centers-as-a-service offerings become more prominent, so too have services for
standardized and optimized optical interconnects between data centers and adjunct data
center-in-a-box offerings.

PERFORMANCE SCORECARD
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AUTOMATED ROUTE PREDICTIVE
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Fig 5.3: Data center network operations infographic

5.6.1. Spine-Leaf Architectures and Fabric Automation

Spine-leaf architecture is emerging as a preferred choice for data center networks,
enabling a scale-out LAN fabric that improves resilience and provides freedom from
oversubscription. With leaf switches serving as top-of-rack switches, each server
connects to two different leaf switches to enhance fault tolerance. In the spine layer,
high-speed switches interconnect the leaf switches using virtual circuits. This approach
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creates a flat, non-blocking architecture without requiring a large number of ports on a
single switch.

Fabric automation tools simplify the deployment and management of these systems.
These tools minimize the configuration of new devices, reduce the likelihood of errors,
and improve switch and link configurations. Automated testing, validation, and
verification finalize the setup before production deployment. Configuration templates
enable the integration of third-party devices into the fabric, which can also be actively
monitored for correct behavior and configuration integrity through out-of-band
management. The automation of monitoring and troubleshooting of data-center networks
reduces operating expenditures. Combined with internal QoS domains, these capabilities
facilitate training for engineers and support staff.

The architecture also enables the interpretation and remediation of telemetry, allowing
support incidents to be analyzed with minimal context from network operations. Active
validation of network services helps detect issues such as incorrect DNS entries or a
black hole and initiates automated remediation without operator intervention. Data-
center interconnects provide links between geographically distributed data centers to
enable geographically load-balanced services. The availability of low-latency optical
solutions is further diversifying this market.

5.6.2. Latency, Bandwidth, and QoS Considerations

As the demand for greater amounts of information to be exchanged between data centers
geographically dispersed around the globe continues to increase, the performance of
these data center interconnects becomes critically important. These interconnects include
multiple aspects of performance: bandwidth, latency, packet loss rate, and quality of
service management. Quality of service management ensures that the various types of
flows (ACV, WWW, video streaming, and file sending) receive the proper service that
meets the requirements of the end-users. The requirements for data center
interconnection in terms of latency, bandwidth, packet loss rate, and quality of service
control have been studied; automatic management of the data center interconnect
network is developing rapidly and will be used widely in the future. Especially the
quality of service management of the data center interconnects is an interesting
challenging problem in both academia and industry.

Three aspects of quality of service management in data center interconnections have
been addressed. First, a resource allocation method based on multi-terminal flows is
proposed, which considers multiple terminals' source and destination pairs. The data
center interconnect network is modeled as a directed graph and an extended flow demand
is created for the multi-terminal flows. Next, an online admission control for a data
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center interconnect based on the amount of resources required by multiple flows is
studied. Finally, quality of service routing algorithms for data center interconnections
with geographically distributed data centers are proposed, and the interplay between the
levels of redundancy and cost efficiency of the quality of service management problem
is discussed. These techniques are helpful for improving the QoS control of the data
center interconnection network.

5.7. Conclusion

Taken together, the data center architectural foundations, performance metrics,
operational practices, and resource optimization strategies discussed in this section
provide a high-level overview of the technical considerations relevant for data center
and cloud service management. A focus on reliability, efficiency, and resilience,
combined with supporting cities such as telemetry and observability, are critical to
ensuring that data centers deliver the required services with minimal delays or outages,
while optimizing for resource costs, energy usage, and carbon impact.

Several emerging trends will influence the development of operations practices and
technology in data centers. The adoption of Al and machine learning is providing new
tools for optimizing data-center operations. Cloud & data center providers such as
Amazon and Microsoft are leveraging ML techniques to dynamically manage supply &
demand, and adjust capacity in real-time. The increased utilization of Al and ML across
cloud services is fuelling the creation of new Al-driven smart data center management
tools, providing enhanced capabilities to optimize operations and energy consumption
by adapting cooling and resource allocation depending on demand & loading level.
Higher levels of telemetry data on how workloads are really performing and behaving
also, enabling very granular level of analysis and metrics definition, leading to better
proactive & continuity management.

5.7.1. Emerging Trends

Research trends that can potentially affect data center operations, examine operational
practices and techniques that enhance the efficiency and resilience of production
infrastructure. Efficiently and accurately maintaining the balance between resource
supply and demand plays a crucial role in the operations of modern services.
Misalignment introduces waste, service degradation, degradation, and vulnerabilities to
external disruptions. As resource supply and demand projections both short- and long-
term become increasingly accurate, with typically-used resources being increasingly
efficiently utilized, remaining resource overhead can be minimized; upgrades
correspond to genuine increases in utilization; and upper layers of infrastructure support
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the entirety of service demand without significant scaling limits affecting
responsiveness.

A diverse set of technologies contributes to efficient and resilient infrastructure
operations but has become too broad for exhaustive treatment. However, they typically
share the following characteristics: supporting maritime traffic make service delivery
robust; active exploration and observability minimize resource waste with external
growth; and experimentation with active inputs facilitates constant improvement.
Actively-induced traffic experiments are among the most significant forms of demand
reduction possible, actively outputting significant portions of the entered operational
range; spatially-diverse infrastructure resources enable the support of wide-area active
traffic without incurring excessive latencies..
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