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Chapter 6: Compliance Engineering and Regulatory
Alignment

6.1. Introduction

Regulatory alignment maps jurisdictional requirements to engineering activities in a
discipline known as compliance engineering. Methodologies supporting compliance
engineering enable the rigorous assessment of consumer safety risks and associated
controls throughout the product lifecycle. Critically, the analysis of risk-based
compliance engineering objectives guides the architecture of compliance programs
supporting complex products in high-risk industries. A formal treatment of risk-based
compliance engineering principles is supported with three supplementary examples
drawn from past compliance-engineering teaching and practice.

Compliance engineering is largely concerned with meeting the requirements of standards
and regulatory agencies within various jurisdictions. While compliance is often equated
with quality or safety, these words describe risks in the product rather than the act of
reducing risk. Delivering a product that is compliant with regulatory requirements does
indeed mitigate the risk of economic and political loss to the manufacturer but does
nothing to control harm to consumers or society; achieving proper levels of safety is
therefore imperative. In industries where considerable risks must be managed such as
medical devices, automotive, and aerospace systems the need for a systematic approach
to assessing both safety and compliance is well recognized. In these industries,
companies invest considerable effort into showing how risk is controlled and reducing
the chance of mishaps through systematic compliance programs.

6.1.1. Background and Significance

Compliance Engineering translates regulatory requirements into risk-based engineering
activities. Safety-related regulations demand engineering products that are safe, secure,
and ethical ones for which verifiable compliance can be documented. These activities

must be seamless for medical-device manufacturers and automotive suppliers, as
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regulatory compliance is critical for safety, security, ethics, market access, and
competitive advantage. Stakeholders include company owners, managers, employees,
end-users, and the general public. The economic burden can exceed 10% of corporate
revenue.

Compliance Engineering translates authority (e.g., regulations, industry standards) into
correspondingly detailed, risk-based definitions and then distills these definitions into
control activities that support and ensure documented compliance. Failure to perform
these activities increases the risk of non-compliance and may lead to unaddressed safety,
security, or ethical issues in products. When performed successfully, no non-compliance
issues should be detected during an audit or inspection.
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Fig 6.1: Compliance engineering and regulatory alignment

6.1.2. Scope and Objective

The analysis focuses on mainstream regulatory regimes governing electronic devices
marketed in the EU, USA, and Canada. Given their level of detail and prescription, these
standards are arguably the most effective in ensuring compliance; other jurisdictions
draw on these models for their standards or operate through mutual recognition
agreements. However, even for the jurisdictions covered, global engineering teams face
pressure to build products aligned to diverse regulatory requirements or to satisfy
broader stakeholder expectations to privacy, safety, security, and sustainability. Success

85



relies on the ability to analyse a regulatory domain, delineate specific product
requirements, and establish compliance at the lowest cost; consequential failure incurs
economic, legal, ethical, and emotional penalties. Complimentary risk-based modelling,
traceability, verification, and governance techniques guide the process.

The primary objective is to explore compliance engineering not just as effective
engineering for meeting regulatory requirements, but also as a discipline within its own
right. Specifically, the analysis maps regulatory standards to associated product
engineering activities, thus supporting a form of compliance engineering comprising the
breadth of techniques and tools necessary to demonstrate conformance on cost-effective
terms. Primary regulatory integration challenges include the obscuring of essential safety
aspects through the requirements of other jurisdictions, the temptation to accept
‘inferior’ country-of-origin requirements, and the consequent likelihood of liability and
compensation claims.

6.2. Foundations of Compliance Engineering

Compliance Engineering and Regulatory Alignment should be presented with objective,
evidence-based analysis, structured to compare standards, map regulatory requirements
to engineering activities, and assess risk-based outcomes and governance implications.

The term “Compliance Engineering” is often applied to the body of knowledge
associated with completing engineering projects in a way that satisfies the requirements
of applicable government regulations. Compliance Engineering creates specialized
models that, through analysis, guide a project team through the process of satisfying the
omissions and the oversights contained in applicable regulations. Successful compliance
is a natural outcome of designing products to address specific risks. Such regulatory
compliance models, rooted in risk analysis, have saved billions of dollars in the complex
field of automotive development compliance. Expanding this methodology to other areas
of engineering is now a priority. These areas, which include aviation, space, medical-
device development, and military systems, can all with benefit use the established
automotive methodology as an aid to dynamic, error-free navigation of a challenging
regulatory labyrinth.

6.2.1. Definitions and Scope

The terms, standards, and framework of compliance engineering, risk of uncertainty, and
transparency are defined and its boundaries concerning quality assurance and product
safety clarified. Compliance engineering is the specialty of determining regulatory
requirements and combining them with risk and testing methods into an assurance
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program that satisfies regulators while meeting the objectives of the business and product
end-user. It encompasses Risk-Centered Compliance Modeling, Requirements
Traceability to Regulatory Clauses, and Compliance Program Architecture. These
elements permit the risk of uncertainties in meeting regulatory requirements to be
analyzed and considerably reduced, while also supporting the design and manufacturing
process with transparent, auditable documentation.

Compliance is not quality assurance, management systems, environmental protection, or
product safety, although it can encapsulate and guide these functions within products. It
is subservient to the business plan not an end in itself. With compliance engineering,
regulatory requirements are subjected to hazard analyses before being combined with
testing methodology into a single set of engineering controls; not a management system.
After the fact of permitting a product onto the market, compliance remains an albatross,
distilling to management systems necessary to secure periodic certifying bodies to
permit sales through the established distribution channels.

6.2.2. Regulatory Landscape and Stakeholders

The regulatory landscape is characterized by a myriad of jurisdictions, agencies, and
regulatory bodies exerting control. Companies and auditors assess even stricter
requirements, while end-users demand faultless, fail-safe quality. These external
influences impose a set of incentives and constraints on engineering activity. The
different contextual pressures for engineers are examined, providing an overview of the
challenges faced from external stakeholders. Compliance engineering is ultimately a
system overseen by one or more independent governance bodies that fulfil various
important oversight roles, such as enabling reliable and responsible design decisions;
ensuring the program is fit for purpose; safeguarding the integrity of the evidence; and
providing directions if problems arise. It also provides the definitive decision rights and
oversight workflow to enable approvals, certification and release for all decisions.

Similar to operational risk, established safety standards provide minimum safety levels.
However, they cannot guarantee complete safety when neglected. As with any
operational service, quality assurance must be maintained. Therefore, different oversight
roles supported by a governance structure are needed for compliance engineering.
Independent oversight bodies internal or external to the organization review and approve
the design outputs, audit the integrity of the evidence during the whole life cycle, and
assure compliance with the control plan during operations. Therefore, all decisions along
the product life cycle need to participate in this oversight. A program-specific
governance structure and workflow that specify these oversight roles, the governance
workflow for the program, lines of accountability, and decision rights is needed.
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6.3. Methodologies for Regulatory Alignment
Methodologies for Regulatory Alignment

Successful regulatory alignment requires the formalization of compliance engineering
within the design and development workflow. The methodologies described here enable
the creation of demonstrably effective compliance programs.

Risk-Based Compliance Modeling

Compliance risk profiles summarize product, component, or system interactions with the
external world as a backbone for a safety hazard analysis. Each hazard is profiled with
qualitative severity and likelihood metrics. The severity rating addresses the maximum
expected consequences of a failure. Likelihood indicates the expected frequency of
occurrence, given the design proposition. Risk-based safety requirements and related
R&D testing align hazard controls with relevant regulatory requirements.

Requirements Traceability and Verification

Requirements traceability matrices provide structure to the compliance-via-design
process by linking design inputs directly to regulatory clauses, thereby filling the
traceability gap between internal controls and external verification. These matrices
capture the unique evidence expected for the design validation and the completeness of
the evidence compilation for audit. As long as the evidence supports the requirements,
an absence of documented conformance or deviation does not compromise compliance.
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Fig 6.2: Regulatory alignment and compliance engineering methodology

6.3.1. Risk-Based Compliance Modeling
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A risk profile characterizes the relevance and severity of a device's risks. For each
identified risk, a hazard analysis assesses the root cause, worst-case scenario, and
absence of control prior to market entry. One or more risk assessors evaluate the hazard
analysis by assigning severity and likelihood ratings and proposing controls. Finally,
compliance engineers compile or adapt a full listing of standards and regulatory clauses
for a given device class and product category, and map the generated hazards against it.

Typically the nature of the design inputs, but especially for safety-critical and high-
complexity devices, and to satisfy applicable regulations, a hazard analysis should also
address less catastrophic hazards, including those not resulting in customer injury or
death, and where the [control measure] is not a market-entry barrier. The hazard analysis
method emphasizes specifying the root cause and worst-case scenario that would result
in non-compliance with the control measure. This analysis therefore complements but
does not replace a full hazard analysis process.

6.3.2. Requirements Traceability and Verification

Traceability matrices establish direct connections between design inputs and regulatory
clauses, while the associated processes ensure comprehensive verification, validation,
and evidence collection. Traceability matrices are powerful tools for fulfilling the
requirements of product safety and regulatory compliance, establishing specific
connections between aspects of product design or development and the corresponding
regulatory clauses. Matrices can also be constructed for different classes of compliance-
related activities. The following example focuses on integrating the IEC 60601 series.

The concept of the traceability matrix is introduced here as a particular case of
requirements traceability. Furthermore, requirements verification and validation are
outlined, together with evidence management for compliance, all built on the traceability
structure. Requirements verification covers technical requirements as specified in a
formal declaration. Requirements validation is more comprehensive, addressing user
needs, performance specifications, and, to a lesser degree, safety objectives and product
hazard analysis. Evidence management encompasses organizing the set of documents
used during verification and validation, including plans, protocols, and test reports, in
order to facilitate audits and regulatory submissions.

A design traceability matrix not only links regulatory or standard requirements to various
parts of product design but can also be used to monitor product testing, review, and
approval processes, and determine whether expected activities have been accomplished.
The interactions among design control stages, the design traceability matrix, and the
design review plan of Table 6.7 should be understood. Tests, critiques, verification
activities, validation activities, and other actions planned in a design traceability matrix
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should appear in the appropriate sections of the design input/output documents of
Section 6.3.1.

6.4. Architecture of Compliance Programs

Compliance programs can take many forms and levels of complexity. Regardless of
magnitude, the program’s core goal is to ensure a successful completion of an
engineering project in a manner that meets all applicable regulatory requirements.

For significant compliance programs (e.g. for medical devices), governance structure
defines the major oversight bodies and their relationships. A governance workflow
indicates the process and persons involved in decision making and proceedings,
accountability is defined to determine who is answerable for failures or issues, and
decision rights establish that each group in the hierarchy has exercised all due diligence
in arriving at a decision within its particular area of operation.

The documentation architecture of a compliance program lays down the requirements
for documentation control and evidence on that program. Documentation standards,
documentation version control, documentation audit trail, documentation retention
policies, and evidence compilation form the standard requirements for the
documentation architecture. For compliance programs managed by external parties,
evidence compilation requirements collect everything necessary to support audits,
documentation sharing, and inspections.

6.4.1. Governance Structures and Roles

For each project or product, engineers must document the intended and actual design
controls, the regulatory pathway, the assigned regulatory authority, the compliance
professional oversight role, and any subordinate governance structures. For complex
projects, an Approval Board with a governing charter, the authority to approve Phase
Gate approvals, and a cross-functional membership should be established.

Complementing the governance role of Compliance Engineers, a formal Compliance
Oversight Body should be appointed to verify that compliance-related activities across
all projects or products comply with the approved compliance governance structure.
Audit trails, evidence libraries, and monitoring reports enable Compliance Oversight
Body members to fulfill these responsibilities in a fact-based and efficient manner.
Oversight should also be interested in the quality of the Idea Generation documentation,
the effectiveness of the External Auditing Controls, and the fulfilment of any special
Project-Specific Requirements imposed by the parties involved.
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6.4.2. Documentation and Evidence Management

Compliance programs must document their processes and outputs to verify effective
implementation and compliance level. To support this need, the documentation of the
compliance program must be structurally defined to ensure documentation is produced
consistently, audited, stored, and available as part of the oversight activities of the
program. Once the program is approved and operating, supporting evidence will be
compiled for inspections initiated by external entities, such as regulatory agencies. The
compilation of evidence thus probes the inverse of the original design; rather than testing
whether the compliance program and its operations ensure compliance with regulatory
obligations, the evidence compilation assesses whether evidence confirms that degree of
compliance.

Documentation must fulfil several requirements to ensure effective implementation of
the governance concept. The content must be defined in sufficient detail that it is possible
for an external auditor to assess during audits whether the required action was performed
and whether its execution satisfies the substance required for compliance. In particular,
the documentation must specify how roles with distinct decision rights can act
consistently and coherently across the potential set of requests from the others with
different decision rights. Version control must log changes with sufficient detail for an
auditor to understand what was modified, and audit trails must confirm that evidence
confirms adherence to the approval and review processes defined in the governance
structure. The documentation library must include audit trails and overwrite-all policy
settings for temporary storage used to compile inspection evidence from data sources
where such auditability is not provided.”

6.5. Case Studies in Compliance Engineering

Selected regulatory regimes, standards, and guidelines for safety-critical products or
services provide rich lessons for engineering-designed and -developed compliance
programs. A comparison of regulatory pathways for class Il and class I1I medical devices
illustrates regulatory convergence. A generic taxonomy of safety-related requirements
in the automotive domain highlights considerations for cross-jurisdictional certification
and the implications for compliance architecture. Additional case studies from other
domains may further define best practice and common pitfalls.

The Federal Food, Drug, and Cosmetic Act of 1938 was the first U.S. regulation to
require premarket clearance for safety-critical products. In 1960, the Prescription Drug
Amendment expanded the mandate to require demonstration of both safety and
effectiveness. Conformance to this requirement is best illustrated with medical devices,
for which the appropriate regulatory pathway is defined by the American National

91



Standards Institute A18 classification published in 2012 and revised in 2018. Medical
devices are classified into three categories (class I, 11, and III) based on risk, determined
by a combination of severity of the injury or damage possible should the medical device
fail and the likelihood of such an event occurring.

6.5.1. Medical Device Regulatory Pathways

Globally, the regulation of medical devices is remarkably heterogeneous, despite
equivalences in purpose and risk structure. For devices with high-risk profiles, such as
implantable devices, the regulatory process usually features a thorough design-review
phase before market access. For devices with moderate-to-low-risk profiles, however,
the method of validation varies significantly across jurisdictions and can often be
experienced only post-market. For instance, devices under Class III with a technology
that is not new and is therefore eligible for conformity assessment are in principle subject
only to post-market obligations. A comparison of regulatory pathways for predominantly
software medical devices reveals that the United States and Canada are the most stringent
and follow the premarket submission approach, while the European Union and Australia
also provide for a post-market approach. Because enforcement is greater where
regulatory authority is greatest, for such devices, design input-control and regulatory-
conformity/submission activities may need only limited care. The greater risk of
regulatory oversight than market rejection, thus, encourages pursuing design controls as
a compliance cost rather than a design failure-cost. Certain fundamental design failures
could still be avoided by executing the verification and clinical-validation documents
exhaustedly; regulatory verification and data-collection processes, however, are not
essential. For Canada, the reverse-entrance approach, in which effort to penetrate the
Canadian market is increased post-hoc by compliance with Canadian regulations, could
also be taken.

Another noteworthy pathway for the market access of custom-made devices, which do
not undergo prior verification, is the custom-made exemption available in the European
Union; this alleviates design-control burden considerably for low-risk devices.
Unfortunately, this exemption is not available for United States access. Nevertheless, for
such custom-made devices, design-control effort ought to be present, at least for
verification as a common good, which decreases design-failure likelihood even for the
producer; this could be even made consistent with the transaction-cost school of thought
for those firms.
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Fig 6.3: Medical device regulatory flowchart and alignment

6.5.2. Automotive Safety Standards

Automotive Safety Standards analyze safety standards, homologation processes, and
interoperability requirements; discussion centers on cross-border certification
implications.

Automotive safety standards, notably ISO 26262:2018 and the United Nations Economic
Commission for Europe (UNECE) Regulation 157, address the automotive functional
safety landscape. These regulations demarcate a risk profile for safety-critical systems
and components within a vehicle, such as steering, braking, or cruise control assistance.
The certification of such elements must take place prior to market introduction.

Homologation and cross-border recognition constitute an integral element within the
automotive ecosystem. These mechanisms establish a set of criteria that a manufacturer
must satisfy prior to a vehicle being introduced into a jurisdiction(s). Each jurisdiction
may delegate homologation authority to an external party, while also allowing outgoing
vehicle exportations to undergo homologation within trusted jurisdictions and
guaranteeing cross-border recognition. With the globally applicable environmental
standards occurring in a similar format, the opportunity for closer alignment between
automotive safety standards remains high.
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6.6. Challenges and Best Practices

Globalization and cross-jurisdictional alignment pose major difficulties for regulatory
compliance. Harmonization of laws and standards promises economic benefits, but
different underlying philosophies creates tension within and between regimes.
Recognizing this, countries, regional blocs, and economic associations adopt measures
to facilitate trade and reduce economic friction while remaining true to their ethical,
political, and economic beliefs. This embrace of trade-offs can influence the trajectory
of the world economy.

Globalization has made international market reach a major objective of many
organizations. Today’s consumers often expect products to be available regardless of the
manufacturer’s national or regional location. It is no surprise that design and
manufacturing organizations are now routinely engaged in projects that span the globe.
Joint development of complex products with multiple independent organizations has
become commonplace. Yet despite the mandates and initiatives of trade organizations,
cross-jurisdictional regulatory convergence for such products remains a wish. The most
visible differences in product regulation between major economic powers are usually
found in the areas of medical devices, automotive safety, live animal transport, and
foods.

6.6.1. globalization and cross-jurisdictional alignment

The digital economy depends on data and services flowing safely across jurisdictions.
Regulatory divergence can stifle such flows, and compliance engineering aims to
diagnose verification burdens imposed by laws and standards across jurisdictions. These
burdens can be rebalanced or mitigated, perhaps through mutual recognition of
compliant status. Convergence or the alignment of regulatory requirements across
jurisdictions may sharpen market signaling but tends to increase compliance burdens.
Regulatory globalization studies the non-statutory linkages cross-border laws establish
and their impact on regime behavior. These evolutions are not new: the rapid
development of Smart eHealth Technologies technologies that store and analyze
sensitive personal information for improved quality of life has forced a reconsideration
of current approaches to personal data protection across different regions of the world.
However, the analysis is often at a high level; little is said of the impacts on the
organizations involved in the manufacture of Smart eHealth Technologies.

In the world of automotive manufacturing, increasing globalization and the emergence
of cyber-physical systems such as autonomous vehicles that require cooperation among
multiple manufacturers is leading to a whole new approach to the homogeneous
construction of a product. The distribution of a product across multiple jurisdictions
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results in the development of different homologation processes that require different
approvals in each territory. When the robust SecuREAD project finally delivers its
interoperable digital key, the differences in homologation standards across regions,
especially between the European Union and the United States, will require different
hardware implementations depending on market and vehicle specifications. The demand
for an increasingly interconnected ecosystem creates a growing pressure to converge
market homologation processes at a global level.

6.6.2. Data Privacy and Security Implications

Globalization enables cross-jurisdictional deployment of interconnected, cyber-physical
computing systems, and regulation-by-design of products and services that share
personal information and provide critical functionalities such as driving support and
automated decision-making. However, Applicable Law and Governance considerations
imply that regulatory alignment in such settings must go beyond mere harmonization
and take privacy and security into account. Owing to their affectation of trade and
potentials for business model disruption, privacy and security regulations are particularly
subject to compliance engineering approaches scope and outcome of data privacy and
security regulatory regimes vary, and privacy-by-design, cybersecurity, and incident
response preparedness requirements differ across regimes.

Cross-jurisdictional data privacy regulation is initiated mainly by the protection of
natural persons, but regulatory stability is subject to trade-offs and different levels of
enforcement. Data processing involving the information of adults, regardless of its
nature, is mainly governed in most countries by regulatory frameworks that include
elements of resentment, with special emphasis on compliance. All other uses are subject
to the decision of the end user, which also acts as an owner of the data data pertaining to
children and adolescents is treated differently, and regulatory initiatives vary widely. As
a reflex of societal reactions to how the information of a few has been exploited for
commercial purposes, nearly every country is trying to regulate data privacy. However,
without adequate enforcement intentions, such regulations are similar to utopian
declarations of goodwill. At another end of the scale, the GDPR and LGPD, in addition
to imposing high fines, define within their structures the rank to which the failure of
compliance and assignment of responsibility has to arrive.

95



6.7. Conclusion
Opportunities for Compliance Engineering

Sustained investment in compliance engineering discipline and methodologies will yield
measurable benefits for society. Methodological tools should be developed to facilitate
the translation of regulatory requirements into compliance verification elements directly
linked to the engineering design process. Such tools provide assurance that relevant
design inputs from prioritization of risk controls to delineation of user requirements truly
correspond to the expectations of the regulatory authorities and related compliance
bodies. Stakeholders managing compliance programs for regulated devices and systems
should remain alert to evidence, trends, and lessons from adjacent industries.

Similarly, security-by-design approaches are gaining traction by becoming requirements
in multiple jurisdictions. However, regulators are understandably wary of framing
failure-to-comply penalties. Treating these requirements as design inputs is thus
challenging. Existing incident-response clauses notably, legal obligations in the
European Union reflect the templates theme in their lack of detail: the compliance burden
rests on issuing required evidence.

6.7.1. Future Directions

Future development of compliance engineering may revolve around aligning
requirements across jurisdictions or disciplines. These efforts can be contentious, serving
different interests, and closely related trade-offs need to be recognized. As compliance
activities become more formalized in the face of increasingly complex regulations, a
new business opportunity emerges, which additionally supports regulatory objectives.
These developments are, in a sense, the globalization of regulatory compliance.

Cross-jurisdictional harmonization has long been proposed. A significantly harmonized
regime reduces the costs from closed markets and shrink-wrapped products. However,
harmonization efforts tend to be narrow and often meet insurmountable political hurdles,
driving decisions to adjacent national jurisdictions that offer distinct, albeit conflicting,
requirements. Convergence through risk-based approaches seeks to find greater
alignment among requirements that are not definitionally the same but can be mapped.
Boundaryless markets, or the ability to conduct business with limited constraints, has
always been an enticing goal for businesses, many of which manufacture and market
products throughout the world. With the Internet’s view of everything as local, this risk
does not diminish but is perceived to be with less exposure because the company may
be larger in scale and have a more diverse product mix.”.
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