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5.0   Conclusion 

This section presents a summary of the key findings and conclusions obtained during the 

implementation of the project. The findings and conclusions are based on all the essential 

activities and tasks that contributed to the successful outcome of the project. It also 

documents a reflection of some of the lessons learned during the project as well as the 

achievements and further research work. The project aims to utilize ML capabilities in 

the Identity and access management process to make it more efficient, and resilient to 

IAM attacks. The project commenced by analysing the requirements of the system which 

was gathered at the investigation stage. Afterward, a careful design process was carried 

out. The implementation of the project followed after the design and all the requirements 

were converted to a working process. Coding for ML was done using the R programming 

language. Evaluation and results of the four (4) classifiers were presented. From the 

activities involved in the design, implementation, evaluation, and results above, It is safe 

to state that the aim and objectives including the functional and non-functional 

requirements of the project were met having carried out each process successfully.  

 

5.1   Reflection 

In retrospect, a project of this nature is quite tasking and requires extra effort and relevant 

knowledge. However, the project was quite interesting, carrying out the project to the 

end required extensive study and research as well as the application of relevant 
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computing skills. Much effort and time were required to solve the challenges that were 

faced from the start of the project (investigation stage) to the implementation stage.  

 

5.2   Legal, Ethical, Social and Professional Risk 

The undertaking of this project was conducted with careful consideration of ethical and 

related issues. No legal and ethical issues arose during this project. The IAM dataset 

used was generated by the researcher to mimic real-life data, however, the data was 

anonymized so no personal or sensitive details were included. Likewise, all development 

tools used; R studio, R, WEKA, excel, and WSO2 server are open source software that 

are free and available for use and do not require any license to be used. Therefore, no 

licensing issues were faced during the project.  

 

5.3 Recommendation and Further Work 

The project was designed and implemented according to the expected requirements, 

however, there is still room for improvement and enhancement. Further research work 

in this area can extend the functionalities of the selected algorithm thereby making room 

for optimum results. Although the Random Forest (RF) model gave the highest accuracy 

of 100% it is still not at its best and improvements must be made. To improve the 

accuracy of the RF model, the number of trees had to be increased, and also the quality 

of the dataset can increase the accuracy of the model thereby making it reliable and fit 

for IAM attack detection. Conclusively, there is a promising opportunity for AI to assist 

in addressing some of the security issues faced by traditional IAM. However, this project 

only focused on the user authentication and privilege aspect of IAM, and a conclusion is 

based on simulated activities of users with limited resources. In the future, the 

application of skills, resources, and more experiments can be applied to explore the vast 

capabilities of IAM to achieve more innovative solutions.  
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