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Chapter 1: Foundations of Governed Intelligence
Architectures

1.1. Introduction

Governed intelligence architectures enable the embedding of governance controls in the
design and operational behavior of intelligent systems. They balance the desire to
capitalize on the benefits of artificial intelligence (AI) with the pursuit of broader
governance, policy, and organizational objectives. By integrating policies from
governance, enterprise risk management, internal control, and compliance functions,
these architectures mitigate the risk of adverse impacts from intelligent systems.
Deploying them presents verification, validation, and testing challenges that differ from
those associated with traditional IT systems.

Governed intelligence architectures are complementary to traditional IT systems and
data-intensive Al systems, such as those used for training large language models and
generative image generation. They implement artificial intelligence services in a manner
that embeds specific organizational policies within the design of the services and
associated data systems. These services include the ability to engage with other
intelligent systems, including those that are external to the organization, in a structured
manner where both input and output follow a set of defined parameters.

1.1.1. Verification, Validation, and Testing

Verification, validation, and testing are essential components of developing an
intelligent system. Verification determines whether an intelligent system meets design
specifications. Validation determines whether it meets the expected objectives and is fit
for deployment. Testing provides evidence these activities have been responsibly
conducted. Traditionally it has been challenging to ensure the correct operation of
complex systems with unpredictable behaviors, such as Al systems. Moreover, these



assessments typically occur in a one-off manner but expanding them to a continuous
process improves assurance.

Three principal methods perform this assurance process: explicit verification through
formal mathematical proofs; assessment of mitigating factors such as planned
deployment strategy; and testing-based approaches where real-world behavior is probed,
such as through controlled A/B testing of a smaller model. Each method has associated
metrics—proof conditions, risk assessment, test coverage—and acceptance criteria
specific to the risk appetite of stakeholders. Acceptable performance levels of each of
the methods can also be defined based on the operational equivalence criteria in the A3
model of legitimate deployment of Al If acceptable performance can be demonstrated
in a representative set of tests, it can also serve as evidence that the system meets its
validated requirements.

As intelligent systems increasingly become critical in several sectors, and as they
generate more and more wider impact through policy-making, regulation or direct
governing action, the external accountability pressures intensify. Such scrutiny is again
more pronounced in the case of rapidly-evolving generation of systems that combine Al
components with generative approaches, whereby it becomes almost mandatory to
always check for unintended harm or undesired behavior. Hence embedding such testing
within the architecture of a governed intelligence system is eminently sensible, thereby
aligning it with other isomorphic processes advocated from the perspective of
transparency and auditing, enabling refinement in what remains an nascent generation
of systems.
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Fig 1.1: Foundations of Governed Intelligence Architectures



1.1.2. Deployment Strategies and Change Management

Governed intelligence architectures should incorporate compulsory and integrated
change management strategy requirements for improvements to tools and services
during the lifetime of a deployment. Each deployment must include an identified group
of stakeholders, a risk assessment, a change management rollout plan, a rollback
procedure, and processes for verifying, validating, and testing any changes to the
environment. Tools and services must also include mechanisms to audit compliance with
these requirements. In addition, any intelligence tool or service used in a regulated
environment must address the specific requirements imposed by regulators or governing
bodies.

A continuous verification, validation, and testing capability integrated with a controlled
operating environment minimizes risk and the magnitude of individual changes.
However, the speed of change in freely available intelligence tools and services,
particularly in the generative model space, combined with the ever-evolving
communities of interest continue to place enormous pressure on governed intelligence
deployments. Introducing controls allows for the deployment of multiple alternative
tools and services using a, often, smaller group of selected stakeholders. By assessing
the effectiveness of multiple tools and services on the same intelligence activity, the
required environment closures can be achieved while responding to the speed of change
in intelligence offerings, tools, and services.

1.2. Defining Governed Intelligence Architectures

Governed intelligence architectures reference such elements that are engineered to
enable or support intelligent decision-making processes governed by formal policies or
regulations. Three core components define these systems. First and foremost, governed
intelligence architectures involve decision-making processes supported by intelligent
systems (often referred to as artificial intelligence or Al) that receive non-trivial inputs
from the environment, accept determined decisions that are subsequently acted upon
through the environment in order to influence the future state of that same environment,
and can also have their system outputs shared with or disseminated to affected
stakeholders without further consideration by the human involved actor within the
decision-making process. Secondly, the interacting policies, principles, or regulations
that govern the country, organization, or doma

in in which the decision-making processes via those governed intelligence architecture
are being carried out, as well as the control mechanisms that are enabled by those
governing elements either explicitly or implicitly to keep the outcome of the decision-
making processes within an acceptable bound. Thirdly, the formal policy engines (also
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known as policers) or other specialized systems that analyze the actual operation of those
intelligent systems within the decision-making processes, perform checking against the
policies involved, determine policy violations where such violations have occurred,
initiate appropriate amelioration measures against the parties concerned, and issue
(towards the intelligent systems involved within those decision-making processes or
indeed other systems where appropriate) the relevant make-good guidance or
requirements to return the system within compliance.

An important elaboration is that the modelling of individual governed intelligence
architectures may take different forms based on various contexts. The boundaries of the
modelling itself are thus defined not by the technologies involved but by the governance
requirements for the decision-making processes within the system itself. In contrast,
conventional information technologies apply similar technologies—often including
artificial intelligence—but are designed not to decision-making support systems
governed by any defined policies or regulations. Similarly, conventional intelligent
systems without any governance requirement are not construed to be governed
intelligence architectures either.
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Fig 1.2: Defining Governed Intelligence Architectures

1.2.1. Interoperability and Standards

Guaranteeing interoperability and embracing relevant standards are crucial requirements
for the deployment of Governed Intelligence Architectures. Interoperability allows
seamless data exchange between components and external systems, reducing duplicate
data storage and facilitating information consistency and sharing across the organization.
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Mapping existing standards facilitates compliance, enhances integration prospects, and
reduces development costs by leveraging pre-built solutions.

The demand for interoperability spans all intelligent architectures components:
intelligent agents, data management, business processes, connected applications, testing
and validation tools, model training, training data management, and governance. As with
other IT solutions, systems are often developed to satisfy specific internal requirements,
leading to siloing of data and functionality with limited sharing capability. Such
limitations hinder the application of advanced statistical methods that benefit from
greater data volumes or diverse perspectives on the same phenomenon. Organizations
often need to duplicate data collected for others, as in the case of customer data, reducing
the overall quality of the stored data. Producing support for data exchange at system
interfaces, when possible, can therefore yield major savings in terms of data storage
complexity and redundancy.

The breadth of possible interactions necessitates the definition of appropriate schemas
for data exchange between the various components of a Governed Intelligence
Architecture. Existing standards can be leveraged to support the integration of multiple
functionalities into umbrella solutions that provide data and enable reporting across the
components, even with different data sources. However, the demand for standards
extends beyond the definition of data schemas. Applying a recognized standard for
model training and validation enables the outsourcing of the model development phase
to third-party organizations and even facilitates code-free application of open-source
model training without any requirement for internal expertise.

1.2.2. Ethical and Responsible AI Considerations

Generalized Governed Intelligence Architectures must transparently incorporate ethical
and responsible Artificial Intelligence considerations. Frameworks targeting bias,
fairness, accountability, transparency, and technological oversight can considerably
supplement the quality, inclusiveness, and acceptance of system deployments. For
organizations subject to oversight authorities or other external governance constructs,
the adherence of intelligent-based solutions to established guidelines can represent a
verification criterion.

The synthesis of the above themes into a single governed intelligence architecture or
ecosystem is mandatory whenever the real-world implementation of Artificial
Intelligence-supported systems is entrusted to public or quasi-public organizations that
often influence the requirements of the associated system Contractual Compliance
Level, CCL, score. Incorporating ethical and responsible Al aspects directly into the
system architecture not only assures compliance but also facilitates continuous
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adherence to declared properties throughout the life cycle. This design-engineering
paradigm allows ethical and responsible principles for Artificial Intelligence to become
implicit system properties instead of just usability or customer experience requirements,
and at the same time enables these principles to be verified in a semi-automatic way, so
that their compliance can be assured in an on-going manner.

1.3. Architectural Principles and Frameworks

Architectural principles and frameworks create the foundation for governed intelligence
architectures. They guide the selection and configuration of components; evaluate the
integration of data management patterns, security measures, governance capabilities, and
compliance controls; and ensure scalability, modularity, and adaptability to evolving
regulatory landscapes.
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Fig 1.3: Architectural Principles and Frameworks

Key architectural principles include the following. Governance, policy, and compliance
considerations are paramount; the involvement of regulators, auditors, and other
stakeholders requires well-defined operating procedures and decision rights for key
system elements. Data management is essential; establishing data provenance, quality,
access controls, and lifecycle handling as formal requirements bolsters the integrity of
all connected systems. Security, privacy, and trust must be engineered from the outset;
a comprehensive threat model, fortification of sensitive areas, and support for privacy-
by-design practices safeguard operations and outcomes. Architectural choices should
promote scale, modularity, flexibility, and affordability; the evolutionary nature of the
underlying regulatory framework drives the development of technical standards—



especially in areas where directly providing or controlling sensitive data is impossible
or impractical.

The principles above must be grounded in established frameworks suitable for
supporting governed intelligence capabilities. The architecture concepts reviewed in this
section lay the groundwork for further investigations into the verification, validation,
and testing of governed intelligence architectures.

1.3.1. Governance, Policy, and Compliance

Embodiment of both “policy-in-the-large” or corporation-wide rules, as well as “policy-
in-the-small” or gestural choices made at the moment of execution, such policies can
influence the behaviors of Al systems themselves. An enterprise architecture capable of
giving expression to these multiple levels of policy and then monitoring and verifying
compliance would provide a potent tool for risk management. However, embedding
extensive open-data models into conventional modelling and simulation packages is
unwieldy, if not impossible. Therefore, the ultimate yardsticks for any enterprise policy
architecture derive from the evolving worlds of data- or rule-based systems that
nevertheless still demand massive amounts of domain expertise in contexts where such
resources are scarce and expensive to find and maintain. Such architectures offer not
only compliance and risk management capabilities but also become the repositories and
delivery mechanisms for the large-volume hard-to-update policy rules concerning
organisational-purpose-oriented Al use that need to adapt to organisational objectives,
ethics and risk appetite.

Key components for compliance undertaking an ongoing oversight and engagement role
must take account of the main supportive domains of the wider governance environment.
Chief among these are the enterprise’s overall corporate governance requirements, the
policymakers and executive managers with governance or oversight recommendations,
the policy managers who determine the acceptance of data, Al technologies, and their
supply chains, and the specialist risk and compliance functions that explicitly authorise
the deployment and change procedures of those intelligence operations thereby
supported, including the resulting monitoring and assurance controls. The appropriate
framing of ecosystem engagements, however, varies by class of architectural play.

1.3.2. Data Management and Provenance

Data provenance plays an important role in attaining a number of principles and
objectives that should be desired in governed intelligence architectures. Aided by the
appropriate provenance, data quality can be evaluated, manipulated, or even assured.
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The lineage of data makes it possible to perform auditing of the compliance with policies,
and, when detecting noncompliance, it can be shown that a breach indeed derived from
certain data and what the data were. Data provenance is also key to achieving trust
through the notion of explainability. Provenance metadata serves both as high-level
background knowledge that can be used when trying to explain predictions and as low-
level information that can provide more specific justification on a case-by-case basis,
tracing how the prediction was made and all decisions along the way.

Data lineage management therefore should allow the collection of provenance metadata
coming from the monitored modules and the generation of enriched datasets that can be
stored in a data warehouse. In parallel, the information from required data quality metrics
should be also collected and these additional data should be ingested into the data
warehouse. Furthermore, control over the quality, integrity, and lineage of the data
exchanged along the contracts should aim to provide the necessary trust in the Al-
enabled systems. These properties, focused on data that enter the system for generation
of new knowledge, should be complemented by a technology-agnostic specification of
the access control rights over the data exchanged along the contracts. A specification of
this type should make it possible to handle data access guarantees over both training and
operational phases. Data handling metadata should span the entire lifecycle of all data,
including creation, use, sharing, transfer, and deletion of any data source, as well as the
formal specification of the accountability over each data element along its whole
lifecycle.

1.3.3. Security, Privacy, and Trust

Security, Privacy, and Trust examines the implementation of strategic security and
privacy controls, following a privacy-by-design approach throughout the architecture
lifecycle. Threat modeling aligns with established risk control frameworks, such as the
NIST Cyber Security Framework, to ensure key concerns are addressed. Trust and
trustworthiness are also evaluated, considering the sources, mechanisms, and contexts
involved. Transparency, Explainability, and Auditing explore requirements for
facilitating trust through documentation and traceability; performance, reliability, and
resilience evaluate associated quality aspects; and compliance and risk management
address further aspects of assurance.

Formal risk management disciplines govern the development of a reference architecture
and its component stacks. Threat modeling identifies focus areas that directly inform the
patterns used to address these risks. Consistent with the NIST Cyber Security
Framework, threat control priorities include user recognition and authentication, access
control, data security, security management, incident response, system maintenance, and
system and communications protection. Security needs must also be integrated into
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governance, assurance processes, and service-level agreements, prior to vendor selection
where third-party service delivery is involved.

Achieving privacy in accordance with regulatory requirements and business objectives
follows an industry-standard privacy-by-design workflow. Data privacy impact
assessments (DPIAs) assess compliance readiness with respect to data protection
regulations, including the General Data Protection Regulation (GDPR) in Europe and
the California Consumer Privacy Act (CCPA) in the USA. DPIAs determine whether
services mandate compliance, set business-as-usual criteria, define custom regulatory
requirements, or specify exemption circumstances; identify privacy-by-design
requirements; and assess how well these requirements, and privacy more generally, are
addressed.

1.4. Reference Architectures and Models

Architectural reference models can serve as templates or be instantiated directly by
organizations to deliver governed intelligence architectures without the need to fully
replicate thinking at the foundational level. Three reference architectures, which are
aligned in spirit to the core principles, focus on differing areas of concern. Approach A,
published by the World Economic Forum in collaboration with Accenture, presents a
framework intended for a wide variety of organizations that are mandated by public trust
but not typically viewed as exemplars of responsible use yet risk being victimized by
appetite-driven externalities, such as the financial sector and the associated ethical
banking sectors. Approach B, developed by the wider OECD Al Network, is a
framework for the public sector that aligns with the notion of formal governance; that is,
the formal setting of boundaries through legislation and regulation. Approach C outlines
OECD recommendations for Al systems in public policy, enabling its member countries
to harness the potential of trustworthy Al while addressing the challenges associated
with these systems. Many existing and future models and standards for specific
organizations and sectors will naturally be influenced by the ethical principles of the
OECD Council Recommendation on Al and focus on implementing decision-centric
governed intelligence architectures.

Together with the guidance of the European Commission High Level Expert Group on
Al, which produced Ethics Guidelines for Trustworthy Al, these approaches represent
logical archetypes that may be tailored and expanded by other organizations to meet their
own circumstances. Several design aspects of particular interest to specific
organizational contexts arise from foundational considerations and provide illuminating
examples of how those principles can be applied to address particular concerns. The
transformation of intellectual capital towards a more human-centered approach, which
places the needs of individuals and society at the core of the design process, presents
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challenges to embedded component suppliers at all complexity levels, particularly logic
that embraces human reasoning.
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Fig 1.4: Reference Architectures and Models

1.4.1. Layered Architectural Paradigms

Architectural solutions supporting governed intelligence architectures conform to a
layered structure, with a relatively stable underlying foundation layer that provides basic
common services while obscuring the technical complexities of the hosting physical
infrastructure and its components. Subsequent layers are defined around logical
specialization in capabilities, thus enhancing modularity, and are linked by interfaces
representing the ingress and egress points of information flows as well as patterns of
interaction. Layer interfaces establish contracts governing the direction and nature of the
data exchanged, and the actions required of cooperating modules, across the interfaces.
Layer compositions and their orchestration form the basis of the end-to-end system
lifecycle, including deployment, scaling, versioning, and the automated coordination of
actions across constituent components.

Testing and validation criteria and techniques apply independently to each layer, as well
to the entire assembled solution, since the layered assembly is a proper, albeit more
complex, embodiment of the constituent layer behaviours. The strongly modularised
underpinning enables the actual components contributing the capabilities of a given layer
to address the performance, precision, reliability, or risk management requirements of
the solution in the context of the application domain. Determining and justifying the
required characteristics of these criteria and techniques for the supported applications
engages with the core themes of compliance and risk appetite established by the
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overseeing governing functions, with the associated decisions driving the choice of
modules at individual layers, supported by information available via constituent
transparency processes.

1.4.2. Component Taxonomies and Interfaces

A comprehensive taxonomy of components and data flows within governed intelligence
architectures facilitates the development of specific implementations and solutions
tailored to organizational requirements. Classes of modules can be defined alongside
their expected interactions, including data exchange formats and contract parameters.
Such mappings assist in establishing industry- and technology-agnostic designs for
intelligence systems that can be collectively delivered via platforms and marketplaces.
Openness and interchangeability of components are desirable features, promoting
innovation and enabling organizations to readily substitute tools, technologies, and
providers as circumstances change. The architecture therefore distinguishes between
non-interchangeable modules, for example those integrating with a unique legacy
system, and standard components sharing an established interface specification.

During the design of a solution for a particular context, data schemas can be defined for
each established interface to ensure that modules conforming to the same contract can
interoperate seamlessly. Component registrations should ideally specify standard,
technology-agnostic representations of these contracts and any associated conversation
protocols in addition to supporting richer, technology-specific descriptions that enable
automated discovery and binding. Where standardization of component contracts is not
possible or deemed inappropriate, any contemporaneous development of replaceable
modules should consider contract specifications to facilitate future interchangeability
and maintenance.

1.4.3. Lifecycle and Orchestration

Deployment, scaling, versioning, and automated orchestration across components
constitute the lifecycle of a governed intelligence architecture. Deployment can take
multiple forms, including initial installation, subsequent updates to constraints and
policies, or interference with or cessation of operations. Special attention must therefore
be given to risks associated with deployment, as well as to mechanisms that ensure
smooth upgrades, including rollback capabilities. Stakeholders must also be engaged in
deployment decisions, through protocols that range from minimally disruptive to those
akin to full project approvals, such as are required for large organizational initiatives.
These decisions may be driven by external sponsor requirements, law or regulation,
and/or the appetite for assurance.
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Versioning is essential to manage the extensive lifecycle of intelligent systems and the
constant streams of evolution in the data and external environment to which these
systems are sensitive. Given the hidden nature of the learned knowledge in an intelligent
system, the decision about when to deploy a new version is inherently different from
normal software release management. A versioning mechanism adjusts the decision-
making process based on the potentially different knowledge present in each of the
deployed versions. Orchestration allows automated coordination of the intelligent
system and its associated functionalities, as well as the supported reaction paths across
the entire architecture when participating subsystems detect, verify, and assess incidents
that trigger critical reactions.

1.5. Evaluation Metrics and Assurance

Analyses reveal an extensive list of possible evaluation criteria for intelligent systems,
grouped into high-level categories. Each category contains specific metrics and methods
for assessing compliance, testing, and auditing. Three areas stand out as particularly
relevant for governed intelligence architectures: transparency, auditability, and
performance. Transparent systems provide comprehensive documentation that details
how architectures make, and are likely to make, decisions. They help stakeholders
understand the systems, encouraging users to trust their results and designers to seek and
eliminate undesirable outcomes. Existing transparency frameworks codify this
knowledge. They specify documentation types for intelligible decision-making and
metadata taxonomy for reliable component interactions.

Auditability encompasses more than mere assessment, tracking the applicability of the
evaluation criteria to the actual intelligent system. Its success relies on proper
documentation, providing an intelligible record of the underlying governance processes.
The concept thus expresses the further obligation for a system to generate explanation-
supporting documentation. Documented intelligent systems support comprehensive
auditing. Their decisions are justified, and deviation detection requires only a
comparison of the recorded and actual outcomes. Moreover, they expose non-ordinary
subprocesses for specific audits. Ultimately, the intelligence architecture must generate
evidence for all requirements and a statement attesting to that. Meeting all criteria
achieves these aims. The list also extends to compliance and risk-mitigation evaluation
metrics, linking the governance framework to questions of risk appetite and risk
remediation.

Governed intelligence architectures must therefore establish clear and explicit
monitoring, documenting, and tracing mechanisms. The continual collection of risk-
reporting metrics, aligned with the risk appetite, maintains the governed architecture
within safe operational tolerances. Support for ongoing compliance evaluation aligns
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changes with applicable regulations. The documentation generated by adherence to the
specified metrics supports explanation and assists auditing efforts. It thus ensures that
intelligence architectures comply with the broader framework, process associated risks,
and the requisite established explanations are available.

1.5.1. Transparency, Explainability, and Auditing

Intelligent systems must be transparent, explainable, and auditable. Transparency instills
stakeholder confidence by elucidating a system's objectives, components, capabilities,
limitations, usage, and environmental context. Documentation discusses potential biases
and ethical considerations that may affect fair and responsible use. Explainability allows
users to understand a system's decisions, including justifications, alternative option
evaluations, and the detection of unreliable outputs. Auditing ensures compliance with
laws, governance frameworks, regulatory standards, and contractual obligations.
Traceability establishes data provenance, metadata, and decision rights for every
component, operation, and piece of knowledge or training data.

Transparent, explainable, and auditable designs make it easier for owners and operators
to demonstrate that a system meets these criteria. The lead actors must curate appropriate
documentation, provide enabling tools, and establish disclosure and liability guidelines
for second-party auditors. Transparency requirements should also clarify contracts,
partnerships, and qualification criteria for third-party auditors.

1.5.2. Performance, Reliability, and Resilience

Determining performance, reliability, and resilience metrics is vital for establishing
appropriate Key Performance Indicators (KPIs) for both everyday use and exceptional
operational conditions. Continuous or near-real-time monitoring of performance,
supported by observability tooling, enables timely corrective measures. Additional
periodic stress tests verify tolerance to extreme conditions exceeding the operational
envelope, end-to-end performance scenarios, and graceful recovery from adverse events.

Actor-oriented architectures adopt a modular and isolation-centric approach as a natural
response to quality and safety concerns, suggesting a failure-and-recovery strategy akin
to fault-tolerant computing techniques. Other system classes, particularly those
prioritizing system-wide performance, indicate a need for fault-tolerance considerations;
corresponding patterns leverage redundancy, mirroring, and other strategies commonly
found in fault-tolerant computing. Resilience is thus understood as the system's capacity
for controlled operation under adverse conditions. Defining performance, reliability, and
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resilience KPIs requires mapping architectural patterns to the corresponding metrics and
establishing a monitoring-and-remediation system.

1.5.3. Compliance and Risk Management

Governed intelligence architectures fulfil a multitude of formal and informal
requirements; failure to satisfy any conditions can lead to non-compliance and
unacceptability. Responsibility encompasses corrective actions, including remediation
of undesirable consequences. Therefore, verification decisions should align with the
broader organizational risk appetite and management framework. Defined risk appetite
supports informed stakeholder engagement, as well as ongoing evaluation of possibility
and impact of non-compliance if appetite is exceeded. Defined requirements serve as the
basis for dealing with undesirable consequences.

Given the breadth of governance, policy, and stakeholder requirements resting upon
governed intelligence architectures, an independent, competent authority within the
organization should assess conformance to requirements independent of the owner,
developer or deployer. In the case of regulated or governed intelligence architectures,
the required compliance and risk management metrics should be identified first, to
provide a foundation for ongoing conformance tracking. While continuous assessment
is desirable, reporting need not occur until conditions of concern are detected. Therefore,
existing data capture mechanisms can be leveraged, obviating the need for constant
gathering of compliance-related information.

1.6. Conclusion

Governed intelligence architectures enable organizations to embed controls, policies,
and oversight processes directly into the design and operation of intelligent systems.
These artificial intelligence—based systems create services that perform autonomously,
with little or no human intervention. However, their behavior cannot always be predicted
during the design phase, and they can be subject to systemic failures, such as bias or
unethical outcomes, even when operating within their area of competence. Thus,
continuous monitoring or autonomous operation without human supervision is a source
of risk, as it reduces opportunities for human oversight and creates the possibility of
unintended consequences.

Integrating governance-related functions into the architecture of intelligent systems
aims to address this issue. Instead of treating Al systems as black boxes designed by
experts in isolation, these controls are engineered into the architecture defining the
intelligence system, as part of its lifecycle and deployment approach. Aided by domain
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knowledge, such functions can achieve the quality and reliability desired by specific
stakeholders. The principle is similar to that of the Safety Assurance Framework for Al,
the main difference being the approach taken: rather than being bolted on after all design
decisions have been made, policy enforcement, quality calibration, and other controls
become part of the system’s logical structure. The resultant architectures therefore form
a functionally federated and clearly defined meta-computing platform.
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