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Chapter 5: Policy-Driven Governance and Enterprise 

Data Control 

5.1. Introduction  

Governance ensures that actions meet strategic objectives and stakeholder expectations 

while managing risk. Policies set the principles and rules securing regulatory compliance 

and risk tolerance fulfilment. Enterprise data governance establishes lines of 

accountability for data-related decisions and defines the policy framework for protecting 

confidential data, ensuring data quality, influencing data usage, and governing data 

retention and sharing. Such governance makes it possible to control enterprise data in 

alignment with the overall policies and applicable regulations. 

Policy-driven governance specifies the roles, mechanisms, and support tools for 

enterprise data policy implementation and auditability. It defines organisations, 

articulates role descriptions, assigns accountability through matrices and RACI 

mappings, provides governance touchpoints, and establishes escalation patterns. It maps 

the policy communication workflow and outlines procedures for continuous training and 

awareness to infuse business culture with commitment to policy adoption and 

behavioural compliance. Auditability aspects cover the audit trail, reporting schedule, 

executive dashboards, and external assurance requirements. 

5.1.1. Roles, Responsibilities, and Accountability Structures 

Distinct governance bodies, clearly defined role definitions, accountability matrices, 

RACI mappings, and escalation paths support a data-driven culture and ensure clear 

ownership of enterprise data risks. When architected correctly, enterprise data 

governance does not introduce additional processes; rather, it serves as a facilitation and 

a communication mechanism, providing touch points for decision makers when the 

enterprise is faced with data-related challenges. Accountability for adequate handling 

and control of enterprise data rests with dedicated executives, business data owners, and 
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custodians (agents of the owners), who rely on data stewards across business domains to 

ensure that business-critical data are accessible, accurate, consistent, and secure. 

Data stewardship roles are critical in transforming organizations for data-driven decision 

making. Defined properly, these roles empower data stewards with authority to make 

day-to-day decisions about data in a collaborative manner, optimizing the availability, 

integrity, and security of the trusted data used in operational processes and for analytics 

purposes. Stewardship role descriptions include responsibilities, authority, and 

performance evaluation criteria associated with business data. Additionally, well-

understood stewardship workflows and clear pathways for fast escalation of unresolved 

data-related issues enable rapid and effective remediation of data problems that may 

interrupt business operations or analytics processes. 

 

Fig 5.1: Policy-Driven Governance and Enterprise Data Control 

5.1.2. Policy Communication, Training, and Culture 

Policy adoption and behavioral compliance rely on ongoing communication about policy 

effects, requirements, and rationale. Mechanisms supporting policy dissemination and 

education include internal communication channels, employee onboarding, and targeted 

ongoing education campaigns. Communication effectiveness is assessed by employee 

awareness of information assets, use policies, and responsible contacts. 

Policy training encompasses employee onboarding and ongoing education programs. 

Continuous education shapes awareness of emerging issues, e.g., potential threats, DLP 

technology capabilities, and own protections. Instruction establishes connections 

between technology and issues. Facilities such as staff eligibility for information-
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processing privileges, separation of duties, and login-enforcement support behavioral 

compliance. The culture encourages enabling communication before compliance 

enforcement for preventable oversights. 

Policies and cultural influences enable data use by internal groups and external parties. 

Employees learn secured uses during onboarding. The institution uses communication 

tools to inform about specific issues, e.g., re-identification of previously de-identified 

data, collections for external partners (uses, disclosures, restrictions, and liability 

waivers), and IT-budget etiquettes. Data custodians and owners contact project teams 

for information-sharing use with outside partners. Usage mechanisms describe access 

protocols and security expectations for transferring the institution's data to partners or 

collaborators. 

5.1.3. Auditability, Transparency, and Reporting 

Audit trails, log integrity, reporting cadence, KPI dashboards, and external assurance 

requirements support confidence in policy-driven governance by fostering oversight, 

tracking internal compliance or risk management controls, and demonstrating 

effectiveness to stakeholders. Sources of audit evidence and conditions for its retention 

also form part of the policy governance consideration. Policy compliance is the 

responsibility of all employees, yet executives and business unit leaders ultimately bear 

accountability for the effectiveness of the internal control environment. 

Transparency and oversight of policy governance can be achieved in part by integrating 

reporting with the board and executive-level financial, risk, and compliance review 

passages. Routine management reporting can be captured within an organisation’s KPI 

dashboarding arrangements and seek to highlight areas of possible concern or focus, with 

any noted breaches of policies and procedures related to data governance. In addition, 

an executive-level assurance package driven by a data-related attestation process can 

provide a means for business units to confirm and demonstrate – to the rest of the 

organisation as well as appropriate customers, regulators, and business partners – the 

adequacy, effectiveness, and efficiency of the organisation’s data controls. 

5.2. Foundations of Policy-Driven Governance 

Policy-driven governance relies on integrated methods and tools for effective 

implementation, monitoring, auditing, and proof of compliance. These encompass 

governance, risk, compliance (GRC) tools; data catalogs, metadata repositories, and 

master data management (MDM) practices; and data loss prevention and encryption 

technology. These foundations support enterprise data control by facilitating the 
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establishment of policies, standards, and procedures and by orchestrating the complete 

process for adoption, testing, remediating, and assuring the effectiveness of controls. 

The GRC tool ecosystem includes solutions that help organizations manage governance, 

risk, and compliance in one seamless package. These tools unite people, processes, and 

technology to facilitate better visibility into risks, tighter management of complex 

regulatory compliance, and the strategic oversight needed for effective governance. An 

integrated risk management toolbox that is tightly coupled with automated risk and 

control testing can deliver significant value, particularly when the testing also extends 

discovery processes to business-line control staff. Policy and operational controls related 

to capturing data lineage and supporting auditability and transparency should be mapped 

to a risk register in the GRC tool for testing and remediation. 

 

Fig 5.2: Foundations of Policy-Driven Governance 

5.2.1. Governance, Risk, and Compliance Tools 

Policy-Driven Governance and Enterprise Data Control: present an objective, evidence-

based analysis of governance constructs, frameworks, and controls; emphasize roles, 

lifecycle, standards, and measurable outcomes. Policy-driven governance encompasses 

not only the decision-making, communication, and culture aspects of an enterprise’s 

governance framework, but also the associated systems, tools, and mechanisms required 

to assure that compliance, risk management, and control responsibilities are being 

adequately undertaken and fulfilled. 
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Several areas of tool support contribute to policy-driven governance. Governance, risk, 

and compliance (GRC) tools offer a consolidated platform for enterprises to manage 

their compliance obligations, risk assessments, control frameworks, issues, incidents, 

and audits within a single coherent solution. Data-related controls and relevant 

remediation activities should in turn be included within these tools. Data-related risks 

along with control-testing results and related issues should likewise be incorporated into 

the integrated risk register. A data catalog—with established integration points with data 

loss prevention (DLP) products, master data management (MDM) systems, and other 

relevant sources—provides a foundation for data-related regulatory compliance, risk 

assessment, control testing, and incident management, while regulatory DLP strategies 

should be expressed in the enterprise GRC tool. 

5.2.2. Data Catalogs, MDM, and metadata Repositories 

The scope of data catalogs encompasses enterprise data assets: their characteristics, 

relationships, usage examples, and quality assessments. A separate master data 

management practice, repository, and stewardship processes ensure that master data, 

such as product definitions, customer identities, and vendor associations; warrant special 

care and attention. Additionally, a metadata repository serves as a reference point for 

inventorying and documenting more general data characteristics, such as owner, target 

audience, lifecycle phases, and physical storage location. Metadata schemas, models, 

and representations derived from strategy, architecture, and domain-specific 

considerations enable ordering, associating, and discovering data through enterprise data 

catalogs. Capturing data lineage helps enterprise silos assess impact-of-change and risk 

implications. Seamless management toolchain, interoperability, and connectivity are 

prerequisites for efficient data discovery and access. 

Achieving these capabilities involves appropriate tooling combined with sound 

processes. Regular audits of data-related metadata complement data-experience-driven 

updates to data catalogs. Establishing common base vocabulary for data standards, 

guiding principles for enabling data-driven behavior by the enterprise, well-trained data 

custodians, and standard interfaces for software development significantly facilitate the 

adoption, maintenance, and usefulness of enterprise data catalogs. 

5.2.3. Data Loss Prevention and Encryption Technologies 

A combination of data loss prevention strategies and encryption technologies provides 

protection against both accidental and malicious data exfiltration. Procedural safeguards, 

such as clearly communicating permitted uses and threats of monitoring data 

transmissions, dissuade employees and external third parties from getting rid of sensitive 
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data. Technologies can also be deployed to automatically block these transmissions or 

alert responsible persons whenever sensitive data is part of the communication. The suite 

of data loss prevention controls may be supplemented with measures such as terminating 

a user session whenever the user appears to be taking actions contrary to stated policy. 

Data in use, in transit, and at rest must be encrypted according to standards and 

guidelines issued by the enterprise's cybersecurity function. Online and offline 

encryption keys must be managed according to policy and the laws and regulations 

pertinent to the enterprise's jurisdiction and operations. Encryption keys should be 

protected from unauthorized access and usage. Where required, additional controls for 

handling cryptographic keys must also be considered, such as separate safes for physical 

keys, logging accesses to these safes, and a second-party confirmation when using the 

vault. Encryption must also be utilized when transmitting sensitive data. 

5.3. Data Governance Frameworks and Standards 

Specific frameworks and standards foundational to data governance—defining 

stewardship, policy lifecycles and compliance—are complemented by governance-

related artifacts and GRC tools. These elements facilitate control and compliance and 

enable audit trails showcasing accountability and responsible behavior. 

5.3.1. Data Stewardship and Accountability 

Data stewardship establishes accountability for data-related decisions, guiding the 

enterprise’s control priorities, roles, and responsibilities. Individuals and groups 

responsible for data definition, quality, usage, and protection are identified, including 

business unit heads; functional role holders—product managers, sales leads, market 

researchers, functional controllers, risk officers, compliance officers; representatives 

from centralized functions for privacy, security, and quality; and legal experts. The roles’ 

responsibilities, enabling authority, and evaluation criteria are specified across domains: 

security; operational effectiveness; risk management; compliance; and data quality. Data 

stewardship processes are documented, describing decisions, supporting activities, and 

supporting technology, alongside decision rights matrices related to cross-cutting issues 

(e.g., quality thresholds, impact analyses). 

5.3.2. Policy Lifecycle and Change Management 

A workflow maps policy creation, approval, publication, revision, and retirement within 

a change-management framework. Business units—accountable for implementing 
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policies affecting them—are chiefly responsible for policies governing their operations. 

Data owners, stewards, and auditors support drafting, with legal involvement for 

contracts and relevant cross-functional input for other policies. Revisions reflect risk 

assessments, auditing insights, compliance testing, operational feedback, oversight 

reviews, and internal and external changes, the Rolodex capturing proposals from any 

source. Principal policies reside on a data governance microweb linked to relevant 

content. Version control enables stakeholder updates and testing prior to 

implementation. 

Policies govern the retention period for data sets, specifying archiving procedures and 

deletion criteria for sensitive and business-critical data. Separate provisions detail the 

retention and archiving of legally held data, while other documents establish the 

principles for sharing data with third parties and set rules for cross-border transfer. 

 

Fig 5.3: Data Governance Frameworks and Standards 

5.3.3. Data Stewardship and Accountability 

Policy instruments formalize stewardship responsibilities and define data policies, risk 

tolerance, and compliance mandates. Data stewards ensure compliance with usage 

restrictions, enable appropriate access and sharing, and balance business interests with 

regulatory requirements. 

Stewardship decisions consider multiple factors, including the need for special handling, 

provenance and technical quality, potential harm from misuse, data ownership, third-

party agreements, and applicable policies. To facilitate data-driven decision-making and 
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innovation, stewards allow usage consistent with security and privacy policies. 

Nevertheless, stewards have a responsibility to establish and communicate the guidelines 

and restrictions for acceptable use as well as for sharing data with external parties. The 

risk of fines, direct financial losses, and reputational harm associated with non-

compliance also shapes stewardship decisions. 

5.3.4. Policy Lifecycle and Change Management 

A defined lifecycle governs the creation, approval, publication, revision, retirement, and 

withdrawal of policies and standards. Contributors to content development include 

subject matter experts and internal control owners. Formal review by the enterprise risk 

office, policy steering committee, and approvals from the enterprise risk management 

committee of the board of directors or the executive committee ensure adequate 

oversight of risk, regulatory, and other stakeholder requirements. Consistent publication, 

version control, and communication procedures support effective policy and standard 

application. 

The establishment, adoption, review, revision, and retirement of data-related policies, 

standards, guidelines, procedures, and plans are subject to the requirements of all 

regulatory, legal, and internal standards. The policies for data-related policies ensure that 

their lifecycle is consistent with those of the data privacy and data loss prevention 

policies and that they meet the requirements set out in associated plans. 

5.3.5. Compliance and Risk Management 

Effective compliance management ensures that enterprises adhere to applicable external 

laws and regulations, such as the GDPR and PCI DSS, as well as internal policies and 

standards. Enterprises typically deploy a compliance management framework that 

identifies legal obligations, evaluates their impact and associated risks, maps relevant 

internal controls, and tests their operating effectiveness at regular intervals. Testing 

results inform the enterprise about control weaknesses, failures, and the need for 

remediation. A central risk register consolidates the identified risks across the enterprise, 

thus enabling executive management to assess their potential impact from an enterprise-

wide perspective. Dependencies between risks, controls, and compliance obligations 

give rise to a control-testing cycle and targeted control-testing schedule, and clarify 

compliance-monitoring responsibilities. Supervised testing that incorporates a mixture 

of self-assessments and independent evaluations informs these stakeholders about the 

internal control environment from a compliance perspective. 
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Compliance officers assess risk tolerance in relation to areas of heightened scrutiny, and 

establish remediation timelines for every compliance obligation based on the nature and 

frequency of control failures detected. Such timelines define the duration as well as the 

level of control-failure concentration that an enterprise is willing to accept; they are also 

crucial for ensuring business continuity in case of an unremediated failure of an essential 

control. Compliance testing provides the enterprise with the information it needs to 

define risk tolerance in relation to every data-related regulation and its compliance-

related controls. 

 

Fig 5.4: Enterprise Data Architecture and Control Mechanisms 

5.4. Enterprise Data Architecture and Control Mechanisms 

Enterprise data architecture encompasses the physical, logical, and conceptual structure 

of data and related processes; control mechanisms implement policies for data protection 

and usage. A clear data classification scheme reflects the sensitivity of data assets and 

potential impact of data misuse should inform all access permissions and retention 

obligations. Up-to-date enterprise identity management fully supports the segregation of 

duties concept. To enhance governance effectiveness, provenances and lineages must be 

captured, visualized, and linked to metadata repositories. 

Data classification schemas organize information into categories based on origin, 

sensitivity, criticality, and necessity. Classification hierarchies detail classification 

levels, access restrictions, and retention requirements associated with data or 

information-type under control of the governing body. Data labeling standards support 
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the classification system through visible indications, while automated policy-driven 

process and information system capabilities enforce, control, and monitor classification 

throughout enterprise data lifecycles. Sensitive-data labeling contributes to identification 

of information requiring additional protection, while criticality-based labeling aids in 

establishing information system redundancy and recovering capabilities. Classification 

and taxonomy labeling standards integrate with formal definitions of acceptable use, 

data-sharing policies and agreements, data-transmission and transfer policies, and other 

enterprise control mechanisms. 

5.4.1. Data Classification and Taxonomy 

Classification schemes, catalog hierarchies that facilitate data discovery, explicit data-

labeling standards, and access and retention policies driven by classification schemas 

together provide the foundation to manage data-related risks effectively and sustainably. 

These policies should describe and endorse a classification schema that categorizes data 

according to its business value, regulatory requirements, confidentiality and privacy 

protections, and information lifecycle considerations. 

Three key elements constitute the classification process. First, a robust classification 

schema that defines the data classifications, hierarchies, and attributes must exist. 

Second, effective procedures must identify the correct classification for each data asset 

in the enterprise. Finally, appropriate security and usage labels must be applied to the 

data that an enterprise classifies, ensuring that the data are handled according to the 

organization’s standards. Properly classified data can then support risk and compliance 

management, enabling the organization to identify the controls required based on the 

classification. Retention schedules can be defined based on data classification, 

minimizing the cost of retaining unnecessary data. The need for explicit consent for the 

processing of personal information can also be effectively managed. 

Labeling data is an important aspect of the classification process. Classification schemas 

should dictate whether labels need to be applied, and it is advisable to make such labels 

easily visible to the people handling the data, assisting them in compliance with the data 

governance policies. Organizations should consider including labelling instructions in 

the data governance policy and assess their implementation during the internal audit of 

the data governance program. Data labeling might also drive monitoring controls, 

allowing users to be informed when they create data not protected as stipulated in the 

governance policy. 
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5.4.2. Access Control and Identity Management 

Control and enforcement of access to enterprise data resources ensures that only 

authorized users are permitted access to data that support the execution of their assigned 

tasks. To satisfy control objectives, a number of access control mechanisms must be 

established, implemented, and maintained. Authentication mechanisms confirm the 

identity of users seeking access, while authorization models define the nature and scope 

of permitted actions. Role-based access control and other assignment policies facilitate 

these mechanisms by pre-specifying access rights based on the user’s designated role 

within the enterprise. Periodic review of access privileges helps ensure that the defined 

access conditions remain valid for the current business context and that separation of 

duties requirements are fully satisfied. 

Although often closely associated, authentication and authorization are distinct control 

functions that require different management processes. Authentication establishes the 

identity of users or processes requesting access to enterprise data resources, while 

authorization determines the actions they are permitted to perform. Although the two 

functions may be satisfied through a single control implementation where the same entity 

validates both identity and access rights, this is not mandatory.  

5.4.3. Data Provenance, Lineage, and Metadata Management 

Provenance information—who created what data, how and why—enables accountability 

during the data lifecycle. In the current regulatory climate, organizations need to show 

data traceability throughout its creation and movement across systems. Organizations 

require a strategic approach that considers not only the business processes that underlie 

data creation but the technology needed to capture and visualize that information. 

Syntactically consistent metadata management supports enterprise data integration and 

interoperability. 

Data provenance indicates the origins of an asset within a lineage graph and its historical 

relationship with other assets. Capturing business provenance in terms of the processes 

and transformations that created the data is also key, along with establishing either direct 

links to the originating system or the fact that the data has been consolidated. During a 

data provenance study, organizations must identify sources of provenance and examine 

their capabilities for either supporting or supplementing lineage data gathered through 

other means. 

Lineage visualization capability is critical for demonstrable data quality and regulatory 

compliance. Provenance data aids in data quality metrics and impact analysis by 

highlighting the source of an error or set of changes. Organizations should clearly define 

the business terms and relationships that act as the principal corners of the data lineage 
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graphic in order to generate a plot more usable by business stakeholders than one 

semantically rooted in the data model. 

5.5. Policy Instruments for Data Governance 

Policy instruments are central to effective data governance and adherence to enrollment 

requirements. Effective data governance includes usage policies detailing when, where, 

and how data can be used inside and outside the organization. Retention and archival 

policies ensure that data is kept only as long as necessary to achieve a legitimate business 

goal and that the risk of unauthorized access is managed. Organizations must also 

maintain procedural and technical mechanisms to ensure that, when the relevant 

retention period is reached, information in their systems is deleted in a timely and 

appropriate manner. Data-sharing agreements covering information-sharing 

arrangements with external organizations reduce the risk of exposure associated with 

transferring information out of the organization. 

Data Usage Policies and Acceptable Use 

Policies should provide guidance on acceptable use of data. They define which types of 

data can be used for specific purposes and under what circumstances. Policies should 

cover not only intentional misuse of data by employees, contractors, or other users (such 

as stealing, selling, or destroying sensitive information), but should also accommodate 

inadvertent misuse that could result in a data breach. Operational procedures and 

technical monitoring systems should be in place to detect policy violations as well as to 

notify and communicate evidence to those involved. Procedures for reporting, 

investigating, and remediating policy violations should also be documented in process-

reference materials. Particular care must be taken regarding third-party access to data. 

Organizations must ensure that third parties are allowed to access only the data necessary 

for their designated purpose and that the transfer, storage, and processing of that data are 

conducted in a secure manner. 

Data Retention, Archival, and Deletion Policies 

Policies should define how long different types of data should be retained. Such 

requirements may be established by law or regulation (for example, the U.S. Sarbanes-

Oxley Act and U.S. SEC Rule 240.17a-4), by association requirements (for example, the 

U.S. Payment Card Industry Data Security Standard), by contractual obligation (for 

example, warranty periods, data-sharing agreements, public-sector records and 

information laws), or as part of information governance programs. Retention periods 

must be documented in order to facilitate retention operations. Organizations must also 

define conditions under which information must be archived (migrated to a location 

separate from current-operational systems) as well as the criteria and process for moving 



  

68 
 

archived information to an inactive repository. Deletion standards should define when 

data should be deleted; outline how data shall be deleted from storage media in order to 

mitigate the risk that unauthorized access may occur in the future; and provide guidance 

on handling data that is subject to litigation hold. 

5.5.1. Data Usage Policies and Acceptable Use 

Data usage policies define allowed and prohibited data uses, including third-party access 

and use for machine learning and artificial intelligence. Acceptable use policies outline 

proper data system and application use by internal and external parties. 

Data usage policies describe acceptable and unacceptable uses of sensitive data (e.g., 

confidential, strictly confidential, and highly confidential data) such as personally 

identifiable information (PII). Sensitivity rating levels provide guidance to data users 

and data stewards, detailing legal, regulatory, and risk management obligations. The 

policies also specify monitoring and enforcement mechanisms. Controls are in place to 

secure sensitive data from unauthorized use, either for training or as the primary dataset. 

Maintaining a training dataset of such data is limited to exceptional circumstances, 

requiring a high-level business justification and explicit permission from the data 

custodian. 

5.5.2. Data Retention, Archival, and Deletion Policies 

Retention periods, archive requirements, deletion procedures, and regulations that 

intervene must be defined. Retention schedules denote how long data should be held. It 

is critical that the enterprise complies with these periods, and as such, any requirements 

for data archiving, such as the transfer of data to long-term secure storage, should be 

documented within the policies. 

When data no longer has a business or legal need, the governance framework should 

mandate that it be permanently deleted from all systems and copies. Clearly defining, 

adopting, communicating, and monitoring compliance with the deletion policies is 

critical. Data may need to be retained if it is required for an ongoing legal case. Such 

legal holds usually prevent data retirement, triggering the need for a secondary site where 

data is retained in accordance with business rules and legislation. Any data 

desensitization undertaken should be clearly defined within the policy. 
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5.5.3. Data Sharing and Interoperability Policies 

Shared data is a valuable resource that enhances organisational decision-making, 

enriches data-driven models, and fosters innovation through novel combinations of 

existing datasets. However, such data sharing comes with significant risks. Insufficient 

scrutiny can lead to disclosure of confidential or sensitive information, shadow IT, or 

exploitation of easy-to-obtain datasets. Moreover, the vast array of disparate datasets 

across the worldwide web makes the emergence of false information and misleading 

insights a persistent challenge, thereby hindering widespread adoption of data sharing. 

Sharing agreements, defined standards and principles, and appropriate monitoring of 

data use contribute to more effective data sharing. Such measures aim to strive for the 

seemingly contradictory goal of maximising the benefits derived from data while 

maintaining the associated risks at an acceptable level. 

Data governance and policy instruments focus on managing the organisation's data to 

reduce risk when sharing information. Data governance adopts a risk management 

approach with explicit machinery to build and manage shared data assets. Clear 

agreements with third-party data users and minimisation of data sharing where possible 

are key principles that govern sharing agreements. Data-sharing collaborations with 

insights from both sides of the partnership, or even data-sharing marketplaces, are clear 

routes to further increase the benefits of sharing without compromising sensitive 

information. 

Interoperability principles, together with appropriate architecture choices and building 

blocks, contribute to improving the quality of shared data. Monitoring mechanisms help 

reduce the risks of control and confidentiality issues when trading data assets. Focusing 

on policy-driven data-sharing partnerships enables an organisation to share data as an 

asset without dangerously exposing sensitive information. 

5.6. Conclusion 

Enterprise data governance is a multidimensional capability intended to control business 

data consistently and effectively over time, throughout its usage and lifecycle. Policy-

driven governance encompasses the formal structures, roles, decision-making processes, 

and activity coordination related to data assets and the governance controls that ensure 

their execution. Governance frameworks define the rules and guidelines for establishing, 

implementing, and maintaining the policies, procedures, standards, and guidelines 

necessary for enterprise data control. Governance bodies carry out five governance 

functions associated with the roles of enterprise executives, data owners, data stewards, 

data custodians, and data consumers. 
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Enterprise data governance research and practice have focused on the development of 

the capability at the intersection of policy-driven data governance and enterprise data 

control, wherein policies establish the full set of governance control mechanisms. These 

mechanisms fulfil the objectives of enterprise data control by contributing to a 

behavioural framework consisting of correctly designed policies which, when 

understood by employees, socialise expectations, support a compliant culture, and 

engender trustworthy behaviour. Successful enterprise data control relies on others' 

willingness to comply without constant monitoring; therefore, no-go behaviours must be 

understood, actively discouraged, and adequately sanctioned to ensure effective control 

performance. 
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